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THE COGITO CONSORTIUM

CEA LIST-DACLE

Abderahmanne Seriai, Damien Couroussé , Hassan Noura, Nicolas Belleville,
Thierno Barry

B Bringing the deGoal framework
B Compilation & runtime code generation

INRIA Rennes, Tamis team

Hélene Le Bouder, Jean-Louis Lanet
m JavaCards

B Physical & logical attacks, software countermeasures

ENSMSE / CEA Tech DPACA - SAS laboratory

Bruno Robisson, Olivier Potin, Karim Abdelatif, Philippe Jaillon

(@]
m Physical attacks, HW/SW countermeasures \‘\E/
B Experimental validation

Ecole Nationale
Supérieure des Mines
SAINT-ETIENNE

Agence Nationale de la Recherche

Public website: http://www.cogito-anr.fr
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CYBER-PHYSICAL ATTACKS
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CYBER-PHYSICAL ATTACKS

powerline analysis ynderfeeding

tearing EMA \Nver glitch
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FIB cyber
overclocking EMI
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Courtesy of Sylvain Guilley, Télécom ParisTech - Secure-IC
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BESTIARY OF EMBEDDED SYSTEMS
... INNEED FOR SECURITY CAPABILITES

Smart Card
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APPROXIMATE TYPOLOGY OF PHYSICAL ATTACKS

B Targetinspection

==HW inspection: decapsulation, abrasion, chemical etching,
memory extraction, etc.
==S\W inspection: debug, memory dumps, code analysis, etc.

B Intrusive / active attacks: fault injection

==Under/over voltage drops
==i0M / laser beam, optical illumination
==glitch attacks

B Observation attacks: side channel attacks

==Electromagnetic analysis
==POwer analysis

== iMing attacks
==Acoustic analysis



SIMPLE POWER ANALYSIS (SPA)

SPA on AES [Kocher, 2011]
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