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REFLECTIONS ON TRUSTING TRUST. 
INSERTION SILENCIEUSE DE TROJANS
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REFLECTIONS ON TRUSTING TRUST. 
INSERTION SILENCIEUSE DE TROJANS
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• Devoirs
• Garantir l’équivalence fonctionnelle prog. source -> prog. machine

• «�fonctionnel�»/«�fonctionnalité�» est un terme vague et difficile à décrire
• Effets de bords ?
• Déterminisme temporel pour le temps réel ?
• Évaluation paresseuse ?

• Pas de garantie formelle,
• Quelques exceptions, par exemple CompCert.

• Pas d’exactitude (correctness) par construction (en tout cas pas en C)
• Encore faut-il que le programme écrit par le développeur soit correct…

• Objectif: optimiser un ou plusieurs critères de per formance
• Temps d’exécution
• Ressources: taille du programme
• Énergie, consommation électrique, puissance
• Il n’existe pas de critère complet pour l’optimalité ou la convergence 

• Nature de l’algorithme
• Architecture / micro-architecture
• Données

DEVOIRS D’UN COMPILATEUR
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• Droits
• Réorganiser le programme cible, en respectant la sémantique du programme 

décrite par le développeur
• opérations machines, blocs de base

• Choix de la meilleure traduction code source --> code machine
• Ne pas conserver tout le code écrit par le développeur (s’il ne participe pas au 

calcul du résultat final)

• Quelques Passes d’optimisation:
• dead code elimination
• global value numbering
• common-subexpression elimination
• strength reduction
• loop strength reduction, loop simplification, loop-invariant code motion
• Etc.

• LLVM’s Analysis and Transform Passes , le 30/06/2016
• 40 passes d’analyse
• 56 passes de transformation
• 10 passes utilitaires
• … backends, etc.

DROITS D’UN COMPILATEUR
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Dump of assembler code for function verify:

0x000084e4 <+0>: push {r11} ; (str r11, [sp, #- 4]!)

0x000084e8 <+4>: add r11, sp, #0

0x000084ec <+8>: sub sp, sp, #28

0x000084f0 <+12>: str r0, [r11, #-24]

0x000084f4 <+16>: mov r3, #102 ; 0x66

0x000084f8 <+20>: str r3, [r11, #-12]

0x000084fc <+24>: mov r3, #102 ; 0x66

0x00008500 <+28>: str r3, [r11, #-16]

0x00008504 <+32>: mov r3, #0

0x00008508 <+36>: str r3, [r11, #-8]

0x0000850c <+40>: b 0x854c <verify+104>

0x00008510 <+44>: ldr r2, [r11, #-24]

0x00008514 <+48>: ldr r3, [r11, #-8]

0x00008518 <+52>: add r3, r2, r3

0x0000851c <+56>: ldrb r2, [r3]

0x00008520 <+60>: ldr r1, [pc, #100] ; 0x858c <verify+168>

0x00008524 <+64>: ldr r3, [r11, #-8]

0x00008528 <+68>: add r3, r1, r3

0x0000852c <+72>: ldrb r3, [r3]

0x00008530 <+76>: cmp r2, r3

0x00008534 <+80>: beq 0x8540 <verify+92>

0x00008538 <+84>: mov r3, #170 ; 0xaa

0x0000853c <+88>: str r3, [r11, #-12]

0x00008540 <+92>: ldr r3, [r11, #-8]

0x00008544 <+96>: add r3, r3, #1

0x00008548 <+100>: str r3, [r11, #-8]

0x0000854c <+104>: ldr r3, [r11, #-8]

0x00008550 <+108>: cmp r3, #3

0x00008554 <+112>: bls 0x8510 <verify+44>

0x00008558 <+116>: ldr r3, [r11, #-8]

0x0000855c <+120>: cmp r3, #4

0x00008560 <+124>: bne 0x8578 <verify+148>
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Dump of assembler code for function verify:

0x00008518 <+0>:  push {r4, lr}

0x0000851c <+4>:  ldr r4, [pc, #48] ; 0x8554 <verify+ 60>

0x00008520 <+8>:  mov r2, #102 ; diff <- false

0x00008524 <+12>: mov r3, #0 ; i <- 0

0x00008528 <+16>: ldrb r12, [r0, r3] ; r12 <- buffer[i]

0x0000852c <+20>: ldrb r1, [r3, r4] ; r1 <- pin[i]

0x00008530 <+24>: add r3, r3, #1 ; i <- i+1

0x00008534 <+28>: cmp r12, r1 ; r12 ?= r1

0x00008538 <+32>: movne r2, #170 ; diff <- true

0x0000853c <+36>: cmp r3, #4 ; i ?= SIZE_OF_PIN

0x00008540 <+40>: bne 0x8528 <verify+16>

0x00008544 <+44>: cmp r2, #102 ; diff ?= false

0x00008548 <+48>: moveq r0, #170 ; status <- true

0x0000854c <+52>: movne r0, #102 ; status <- false

0x00008550 <+56>: pop {r4, pc}

0x00008554 <+60>: andeq r0, r1, r9, ror #14

End of assembler dump.
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Dump of assembler code for function verify:

0x00008504 <+0>:  ldr r3, [pc, #100] ;        r3 <- pi n[]

0x00008508 <+4>:  push {r4, r5}

0x0000850c <+8>:  ldrb r2, [r0]        ;        r2  <- user[0]

0x00008510 <+12>: ldrb r12, [r3]       ;        r12 <- pin[0]

0x00008514 <+16>: ldrb r1, [r0, #1]    ;        r1  <- user[1]

0x00008518 <+20>: ldrb r5, [r3, #1]   ;        r5  < - user[1]

0x0000851c <+24>: cmp r12, r2         ; user[0] ?= p in[0]

0x00008520 <+28>: move r2, #102 ; OK  => r2  <- 0x66 

0x00008524 <+32>: ldrb r4, [r0, #2]    ;        r4  <- user[2]

0x00008528 <+36>: ldrb r12, [r3, #2]   ;        r12 <- pin[2]

0x0000852c <+40>: movne r2, #170 ; NOK => r2  <- 0xAA 

0x00008530 <+44>: cmp r1, r5          ; user[1] ?= p in[1]

0x00008534 <+48>: ldrb r0, [r0, #3]    ;        r0  <- user[3]

0x00008538 <+52>: moveq r1, r2          ; OK  => r1  <- r2  // ???

0x0000853c <+56>: ldrb r2, [r3, #3]    ;        r2  <- pin[3]

0x00008540 <+60>: movne r1, #170 ; NOK => r1  <- 0xAA

0x00008544 <+64>: cmp r4, r12        ; user[2] ?= pi n[2]

0x00008548 <+68>: moveq r3, r1         ; OK  => r3  <- r1 // ???

0x0000854c <+72>: movne r3, #170 ; NOK => r3  <- 0XAA

0x00008550 <+76>: cmp r0, r2

0x00008554 <+80>: moveq r0, r3

0x00008558 <+84>: movne r0, #170 ; 0xaa

0x0000855c <+88>: cmp r0, #102 ; 0x66

0x00008560 <+92>: moveq r0, #170 ; 0xaa

0x00008564 <+96>: movne r0, #102 ; 0x66

0x00008568 <+100>:pop {r4, r5}

0x0000856c <+104>:bx lr

0x00008570 <+108>:andeq r0, r1, r8, lsl #15

End of assembler dump.
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Dump of assembler code for function verify:

0x00008518 <+0>: push {r4, lr}

0x0000851c <+4>: ldr r4, [pc, #48] ; 0x8554 <verify+60 >

0x00008520 <+8>: mov r2, #102 ; 0x66

0x00008524 <+12>: mov r3, #0

0x00008528 <+16>: ldrb r12, [r0, r3] ; r12 <- buffer[i]

0x0000852c <+20>: ldrb r1, [r3, r4] ; r1 <- pin[i]

0x00008530 <+24>: add r3, r3, #1 ; i <- i+1

0x00008534 <+28>: cmp r12, r1 ; r12 ?= r1

0x00008538 <+32>: movne r2, #170 ; 0xaa

0x0000853c <+36>: cmp r3, #4

0x00008540 <+40>: bne 0x8528 <verify+16>

0x00008544 <+44>: cmp r2, #102 ; 0x66

0x00008548 <+48>: moveq r0, #170 ; 0xaa

0x0000854c <+52>: movne r0, #102 ; 0x66

0x00008550 <+56>: pop {r4, pc}

0x00008554 <+60>: andeq r0, r1, r9, ror #14

End of assembler dump.
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Dump of assembler code for function noiseCoron:

0x0000859c <+0>: push {r4, lr}

0x000085a0 <+4>: ldr r4, [pc, #28] ; <noiseCoron+40>

0x000085a4 <+8>: ldr r3, [r4]

0x000085a8 <+12>: cmp r3, #160 ; 0xa0

0x000085ac <+16>: bne 0x85b4 <noiseCoron+24>

0x000085b0 <+20>: bl 0x8524 <genNoiseCoron>

0x000085b4 <+24>: ldr r3, [r4]

0x000085b8 <+28>: add r3, r3, #1

0x000085bc <+32>: str r3, [r4]

0x000085c0 <+36>: pop {r4, pc}

0x000085c4 <+40>: andeq r0, r1, r0, lsr r8

End of assembler dump.
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Dump of assembler code for function noiseCoron:

0x0000859c <+0>: push  {r4, lr}

0x000085a0 <+4>: ldr r4, [pc, #60]      ; <noiseCoron+72>

0x000085a4 <+8>: ldr r3, [r4]

0x000085a8 <+12>: cmp r3, #160 ; 0xa0

0x000085ac <+16>: bne 0x85b4 <noiseCoron+24>

0x000085b0 <+20>: bl 0x8524 <genNoiseCoron>

0x000085b4 <+24>: ldr r3, [pc, #44]     ; <noiseCoron+76>

0x000085b8 <+28>: ldr r2, [r4]

0x000085bc <+32>: ldr r1, [r3, r2, lsl #2]

0x000085c0 <+36>: mov r3, #0

0x000085c4 <+40>: cmp r3, r1

0x000085c8 <+44>: beq 0x85d8 <noiseCoron+60>

0x000085cc <+48>: add   r3, r3, #1

0x000085d0 <+52>: nop

0x000085d4 <+56>: b     0x85c4 <noiseCoron+40>

0x000085d8 <+60>: add   r2, r2, #1

0x000085dc <+64>: str r2, [r4]

0x000085e0 <+68>: pop   {r4, pc}

0x000085e4 <+72>: andeq r0, r1, r4, asr r8

0x000085e8 <+76>: andeq r0, r1, r12, asr r8

End of assembler dump.
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Dump of assembler code for function noiseCoron:

0x0000859c <+0>: push {r4, lr}

0x000085a0 <+4>: ldr r4, [pc, #56] ; <noiseCoron+68>

0x000085a4 <+8>: ldr r3, [r4]

0x000085a8 <+12>: cmp r3, #160 ; 0xa0

0x000085ac <+16>: bne 0x85b4 <noiseCoron+24>

0x000085b0 <+20>: bl 0x8524 <genNoiseCoron>

0x000085b4 <+24>: ldr r3, [pc, #40] ; <noiseCoron+72>

0x000085b8 <+28>: ldr r2, [r4]

0x000085bc <+32>: ldr r1, [r3, r2, lsl #2]

0x000085c0 <+36>: mov r3, #0

0x000085c4 <+40>: cmp r3, r1

0x000085c8 <+44>: beq 0x85d4 <noiseCoron+56>

0x000085cc <+48>: add  r3, r3, #1

0x000085d0 <+52>: b 0x85c4 <noiseCoron+40>

0x000085d4 <+56>: add  r2, r2, #1

0x000085d8 <+60>: str r2, [r4]

0x000085dc <+64>: pop  {r4, pc}

0x000085e0 <+68>: andeq r0, r1, r0, asr r8

0x000085e4 <+72>: andeq r0, r1, r8, asr r8

End of assembler dump.

����������	
�	
�2�F

!��'
E�M���
2�������8� &
�"���M



.
1*

*�3�0, )*����*	!3	

• ���������	
��	���
���
&�����
���
��	��:
���/��

�	
�����	��
��
J����	3

• G����
���
��
#�����
 � �
����C��
��	�
�	
��3�����

��
�	
������� F

insn_k
mem <- v

��F
insn_k
reg <- v
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insn_k
mem <- m
mem <- v

��F
insn_k
reg <- m
reg <- v

1�����=� HD(v,m) = HW(v Åm)

Dump of assembler code for function subBytes:

0x000084f4 <+0>:  ldr r3, [pc, #28] ; <subBytes+36>

0x000084f8 <+4>:  ldr r0, [pc, #28] ; <subBytes+40>

0x000084fc <+8>:  add r2, r3, #16

0x00008500 <+12>: ldrb r1, [r3, #1] ; r1 <- state[i]

0x00008504 <+16>: ldrb r1, [r0, r1] ; r1 <- sbox[r1]

0x00008508 <+20>: strb r1, [r3, #1]! ; leakage hypothesis

0x0000850c <+24>: cmp r3, r2

0x00008510 <+28>: bne 0x8500 <subBytes+12>

0x00008514 <+32>: bx lr

0x00008518 <+36>: andeq r0, r1, r8, lsr r7

0x0000851c <+40>: andeq r0, r1, r9, asr #14

End of assembler dump.
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Dump of assembler code for function subBytes:

0x00008524 <+0>:  push {r3, r4, r5, r6, r7, lr}

0x00008528 <+4>:  ldr r4, [pc, #32] ; <subBytes+44>

0x0000852c <+8>:  ldr r7, [pc, #32] ; <subBytes+48>

0x00008530 <+12>: add r5, r4, #16

0x00008534 <+16>: ldrb r6, [r4, #1] ; tmp <- state[i]

0x00008538 <+20>: bl 0x83c8 <rand>  ; mask <- rand()

0x0000853c <+24>: ldrb r3, [r7, r6] ; r3 <- ??

0x00008540 <+28>: strb r3, [r4, #1]! ; state[i] <- r3

0x00008544 <+32>: cmp r4, r5

0x00008548 <+36>: bne 0x8534 <subBytes+16>

0x0000854c <+40>: pop {r3, r4, r5, r6, r7, pc}

0x00008550 <+44>: andeq r0, r1, r4, ror r7

0x00008554 <+48>: andeq r0, r1, r5, lsl #15

End of assembler dump.
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Dump of assembler code for function subBytes:

0x00008524 <+0>:  push {r3, r4, r5, r6, r7, lr}

0x00008528 <+4>:  ldr r5, [pc, #48] ; <subBytes+60>

0x0000852c <+8>:  ldr r7, [pc, #48] ; <subBytes+64>

0x00008530 <+12>: mov r4, #0

0x00008534 <+16>: ldrb r6, [r5, r4]

0x00008538 <+20>: bl 0x83c8 <rand>

0x0000853c <+24>: and r6, r6, #255 ; 0xff

0x00008540 <+28>: ldrb r3, [r7, r6]

0x00008544 <+32>: and r0, r0, #15

0x00008548 <+36>: strb r0, [r5, r4]

0x0000854c <+40>: strb r3, [r5, r4]

0x00008550 <+44>: add r4, r4, #1

0x00008554 <+48>: cmp r4, #16

0x00008558 <+52>: bne 0x8534 <subBytes+16>

0x0000855c <+56>: pop {r3, r4, r5, r6, r7, pc}

0x00008560 <+60>: andeq r0, r1, r5, lsl #15

0x00008564 <+64>: muleq r1, r5, r7

End of assembler dump.
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Dump of assembler code for function subBytes:

0x00008514 <+0>:  push {r3, r4, r5, r6, r7, lr}

0x00008518 <+4>:  mov r4, #0

0x0000851c <+8>:  ldr r5, [pc, #44] ; <subBytes+60>

0x00008520 <+12>: ldr r7, [pc, #44] ; <subBytes+64>

0x00008524 <+16>: ldrb r6, [r5, r4]

0x00008528 <+20>: and r6, r6, #255 ; 0xff

0x0000852c <+24>: bl 0x83c8 <rand>

0x00008530 <+28>: and r0, r0, #15

0x00008534 <+32>: strb r0, [r5, r4]

0x00008538 <+36>: ldrb r3, [r7, r6]

0x0000853c <+40>: strb r3, [r5, r4]

0x00008540 <+44>: add r4, r4, #1

0x00008544 <+48>: cmp r4, #16

0x00008548 <+52>: bne 0x8524 <subBytes+16>

0x0000854c <+56>: pop {r3, r4, r5, r6, r7, pc}

0x00008550 <+60>: andeq r0, r1, r8, lsl #15

0x00008554 <+64>: muleq r1, r8, r7

End of assembler dump.
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Dump of assembler code for function subBytes:
0x000084e4 <+0>:  push {r11} ; (str r11, [sp, # -
0x000084e8 <+4>:  add  r11, sp, #0
0x000084ec <+8>:  sub  sp, sp, #12
0x000084f0 <+12>: mov r3, #0
0x000084f4 <+16>: str r3, [r11, #-8]
0x000084f8 <+20>: b 0x8530 <subBytes+76>
0x000084fc <+24>: ldr r2, [pc, #68] ; <subBytes+100>
0x00008500 <+28>: ldr r3, [r11, #-8]
0x00008504 <+32>: add  r3, r2, r3
0x00008508 <+36>: ldrb r3, [r3]
0x0000850c <+40>: ldr r2, [pc, #56] ; <subBytes+104>
0x00008510 <+44>: ldrb r2, [r2, r3]
0x00008514 <+48>: ldr r1, [pc, #44] ; <subBytes+100>
0x00008518 <+52>: ldr r3, [r11, #-8]
0x0000851c <+56>: add  r3, r1, r3
0x00008520 <+60>: strb r2, [r3]
0x00008524 <+64>: ldr r3, [r11, #-8]
0x00008528 <+68>: add  r3, r3, #1
0x0000852c <+72>: str r3, [r11, #-8]
0x00008530 <+76>: ldr r3, [r11, #-8]
0x00008534 <+80>: cmp r3, #15
0x00008538 <+84>: bls 0x84fc <subBytes+24>
0x0000853c <+88>: sub  sp, r11, #0
0x00008540 <+92>: pop  {r11} ; (ldr r11, [sp ], #4)
0x00008544 <+96>: bx lr
0x00008548 <+100>:andeq r0, r1, r4, lsl #15
0x0000854c <+104>:muleq r1, r4, r7
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