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B Bringing the deGoal framework
B Compilation & runtime code generation

INRIA Rennes, Tamis team

Hélene Le Bouder, Jean-Louis Lanet
m JavaCards

B Physical & logical attacks, software countermeasures
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(@]
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B Experimental validation

Ecole Nationale
Supérieure des Mines
SAINT-ETIENNE

Agence Nationale de la Recherche
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CYBER-PHYSICAL ATTACKS

powerline analysis ynderfeeding

tearing EMA \Nver glitch
C1-VCC ) C5-GND

-
C2—-RST C6—VPP
C3—CLK C7-I/0 7

C4- ~
N

FIB cyber
overclocking EMI

clock glitch

heating laser

Courtesy of Sylvain Guilley, Télécom ParisTech - Secure-IC
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BESTIARY OF EMBEDDED SYSTEMS
... INNEED FOR SECURITY CAPABILITES

Smart Card

@ L0
Secure Element inside... |—|
U=0 R
=
| 6
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APPROXIMATE TYPOLOGY OF PHYSICAL ATTACKS

B Targetinspection

==HW inspection: decapsulation, abrasion, chemical etching,
memory extraction, etc.
==S\W inspection: debug, memory dumps, code analysis, etc.

B Intrusive / active attacks: fault injection

==Under/over voltage drops
==i0M / laser beam, optical illumination
==glitch attacks

B Observation attacks: side channel attacks

==Electromagnetic analysis
==POwer analysis

== iMing attacks
==Acoustic analysis



SIMPLE POWER ANALYSIS (SPA)

SPA on AES [Kocher, 2011]
s 0t w0 25
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SIMPLE POWER ANALYSIS (SPA)

0 1-01-0000001--01--01--001--0 1--1-- 1-- 0 1--0 0 1-- 1-- 1--
A M SO AT
" /

T

Direct access to key contents:
e bit 0 =square
e bit 1 =square, multiply




DIFFERENTIAL/CORRELATION POWER ANALYSIS
(DPA/CPA)

B select nclear inputs => record n observations from the target

B compute n intermediate values, for each possible key values

m compute {power/EM/timing... } estimation from the intermediate values

B compute the correlation with the observation traces, for each observation
sample

N B
= 5
S S
QO @)

-0.5 : -0.5

0 50 100 0 500 1000
Time [us] Traces
[Mangard,
2007]

Figure 6.3, All rows of R. Key hypothesis  Figure 6.4, The column of R at 13.8 us for

225 is plotted in black, while all other key  different numbers of traces. Key hypotheses

hypotheses are plotted in gray. 225 is plotted in black. o
1



APPROXIMATE TYPOLOGY OF PHYSICAL ATTACKS

B Targetinspection

== HW inspection: decapsulation, abrasion, chemical etching, memory
extraction, etc.
== SW inspection: debug, memory dumps, code analysis, etc.

B Faultinjection attacks

== UNder/over voltage drops

== i0n / laser beam, EM perturbation => spatial and temporal sensibility
== Optical illumination

== glitch attacks

B Side channel attacks _ o
— Electromagnetic analysis => spatial and temporal sensibility

== POwer analysis
== Acoustic analysis
== TiMing attacks

| 11



«REAL-LIFE» PHYSICAL ATTACKS

An attack is usually split between:
1. A first step attack:

== global inspection of the target
== identification of the security components involved (HW/SW)
== identification of weaknesses

2. A second step attack:

== focused attack
== ON an identified potential weakness

| 12



CODE POLYMORPHISM

Definition

m Regularly changing the behavior of a (secured) component, at
runtime, while maintaining unchanged its functional properties, with
runtime code generation

inputs inputs

v y

Secured Runtime Code Polymorphic
outputs
Component Generator Instance

alea alea

outputs
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POLYMORPHIC RUNTIME CODE GENERATION

Definition

B Regularly changing the behavior of a (secured) component, at
runtime, while maintaining unchanged its functional properties, with

runtime code generation

B Protection against reverse engineering of SW

== the secured code is not available before runtime
== the secured code regularly changes its form (code generation interval w)

B Protection against physical attacks

== pPOlymorphism changes the spatial and temporal properties of the secured
code: side channel & fault attacks
== Compatible with State-of-the-Art HW & SW Countermeasures

B deGoal: runtime code generation for embedded systems

== fast code generation
== tiny memory footprint: proof of concept on TI's MSP430 (512 B RAM)
== Easy targeting of application-specific instrutions or HW features

| 14
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COUNTERMEASURES & POLYMORPHISM

State of the Art
® Random register renaming [May 2011a, Agosta 2012]
B Out-of-Order execution

== At the instruction level [May 2011b, Bayrak 2012]
== At the control flow level [Agosta 2014, Crane 2015]
B Execution of dummy instructions [Ambrose 2007, Coron 2009, Coron 2010]

B Afew proof-of-concept implementations, not suitable for embedded devices
[Amarilli 2011, Amarilli 2011, Agosta 2012]

Our approach
B Pure software - portability, genericity
B  Combination of all the polymorphic levers found in the state of the art,

== Currently at the basic block level
B Modest overhead (execution time & memory footprint)

E  With runtime code generation

| 15



Reference version:

AES 8 bits.c

Polymorphic code
generation library

Polymorphic version:

arm-none-
eabi-gcc

deGoal +
arm-none-
eabi-gcc

APPLICATION TO AES

Binary image Runtime code
generation
Polymorphic

code generator
Polymorphic

instance of AES

| 16
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Correlation coefficient

IMPACT OF POLYMORPHISM ON CPA
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IMPACT OF POLYMORPHISM ON CPA
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IMPACT OF POLYMORPHISM ON CPA
Effect of the code generation interval

Reference implementation Polymorphic version,
code generation intervall: 500

I I 1.0 | T I I A ¥
— correct key | — correct key
— best wrong key | — best wrong key
. | .
1
1
b

1.0

0.8}

|-+ 80.0% confidence interval for the correc -+~ 80.0% confidence interval for the correct k
--- 80.0% confidence interval for the best wrdhg key --- 80.0% confidence interval for the best wrong key
— - distinguish threshold

— - distinguish threshold

08l

0.6 Fe

o
o
T

o
»

0.4

Peak correlation coefficient

©
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:

0.2}

=i
S

0.0

0 50 100 150 200 0'00 500 1000 1500 2000

Number of traces Number of traces

Distinguish threshold = 39 traces Distinguish threshold = 89 traces
Key byte 10 Key byte 02
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IMPACT OF POLYMORPHISM ON CPA

Polymorphic version Polymorphic version,
code generation interval: 20 code generation intervall: 500

1.0 . . . 1.0 : . : ‘/X
— correct key — correct key
— best wrong key — best wrong key
---- B80.0% confidence interval for the correct -+~ 80.0% confidence interval for the correct k
---- 80.0% confidence interval for the best wro g ke ---- 80.0% confidence interval for the best wrong key

|
|
|
|
|
| — - distinguish threshold
k
i
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o
o

e
B
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rFeak correlation coefricient
Peak correlation coefficient
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=i
S

0o 500 1000 1500 2000 0.0 500 1000 1500 2000

Number of traces Number of traces

Distinguish threshold > 10000 traces Distinguish threshold = 89 traces
Key byte 02 Key byte 02
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PERFORMANCE OVERHEAD

Polymorphic code
generation library deGoal +

Runtime code
generation
arm-none- Binary image

eabi-gcc
Polymorphic

-Wl,——gc-sections .
instance of AES

Overhead due to runtime
code generation

Overhead due to the
generated code
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AES 8-BIT. PERFORMANCE OVERHEAD

lgen + W X tpoly  k: performance overhead factor
W X tref w: runtime code generation interval

Agosta et
- AddRoundKey SubBytes All round functions al. (2012)

kMin. kAvg. kMax. kMin. kAvg. kMax. kMin. kAvg. kMax.

k =

w=1 316 491 637 581 727 894 20.10 2294 26.16 398*
w=10 132 150 166 159 176 192 386 436  4.85 40*
w=100 1.09 116 122 116 121 125 217 250  2.78 5.00
w=1000 1.09 113 118 116 115 120 217 232 259 1.27
w=10000 105 112 118 111 115 119 199 230 258 1.10
- Variable performance results according to *Extrapolatedvalues

- Settings of the polymorphic code generator
- model of noise insertion
- Code is slower when executed in RAM (memory accesses)
- Room for performance improvements

- The non-polymorphic generated code is slower than the reference
| 24
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AES 8 BIT. MEMORY FOOTPRINT

text data bss total

Unprotected 4857 52 1168 6077
AddRoundKey only| 8785 56 2980 11821
SubBytes only 7833 56 2980 10869

Full polymorphic |14913 56 6052 21021

| 25



WHAT’S NEXT?

Experimental evaluation

B State-of-the-artside channel attacks

== Synchronisation
== Filtering

B Faults

== 1Opic to be opened
B Vulnerability of the code generator?

Open questions

B Certification of polymorphic code? Common Criteria
B Correctness of the generated code, V alea

| 26
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APPLICATION TO AES: ADDROUNDKEY()

void addRoundKey_ compilette( cdg_insn_t* code
, uint8_t* key addr, uint8_t *state_addr)

{
#I Same code for performance purposes

Begin code Prelude .
and for polymorphism.

Type reg32 int 32

All 32 state, key, i ; j ]
°F TE9SE SEERS RS % The security protections are added in

mv i, #(16) the backend.
loop:
sub i, i, #(1)
1b state, Q(#(state_addr) + i) // state = state_addr[i]
1b key, @ (#(key_addr) + i) // key= key_ addr[i]
xor state, key
sb @ (#(state_addr) + i), state
bneq loop, i, #(0)
rtn

End
1#;

| 28



APPROACHES FOR CODE SPECIALISATION

Static code versionning (e.g. C++ Templates) e static compilation
— @ e runtime: select executable
u : (S .
code °°”‘p"er|R- RUNILINE e memory footprint +-+
| e limited genericity
Runtime code generation, with deGoal e runtime blindness

A compilette is an ad hoc code generator,
targeting one executable

compilette )

- RUNTIME

e fast code generation
e memory footprint ——
e data-driven code
generation

source
code

/|

compiler  )=>
IR]

Dynamic compilation
(JITs, e.g. Java Hotspot) e overhead 4+

i e memory footprint ++
y footp

— e not designed for data
dependant code-optimisations

Intermediate Representation
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DEGOAL SUPPORTED ARCHITECTURES

ARCHITECTURE STATUS FEATURES

ARM32 v

ARM Cortex-A, Cortex-M [Thumb-2, VFP, NEON] v SIMD, [I0/000]
STxP70 [including FPx] (STHORM / P2012) v SIMD, VLIW (2-way)
K1 (Kalray MPPA) v SIMD, VLIW (5-way)
PTX (Nvidia GPUs) v

MIPS ) 32-bits

MSP430 (TI microcontroler) v Up to < 1kB RAM

CROSS CODE GENERATION supported

(e.g. generate code for STXP70 from an ARM Cortex-A)

[I0/000]: Instruction scheduling for in-order and out-of-order cores

| 30



RANDOM REGISTER ALLOCATION

B Greedy algorithm: each register is allocated among one of the
free registers remaining

B Has an impact on:

== The management of the context (ABI)
== |[Nstruction selection

| 31



INSTRUCTION SELECTION

Replace an instruction by a semantically equivalent sequence
of one or several instructions

Select the sequence in a list of equivalences

Examples:
c :=a xor b<=>c := ((a xor r) xor b) xor r
C a xor b <=>c := (a or b) xor (a and b)
c :=a->b <=>k =1 ; c:= (a + k) + (not b)
c :=a-> <=>c¢c :=((a+1r) - b)) -r

| 32



INSTRUCTION SHUFFLING

B Reorder instructions

B ... but do not break the semantics of the code!

== Defs — read registers

== Uses — modified registers

== DO not take into account result latency and issue latency

== Special treatments for... special instructions. E.g. branch instructions

| 33



INSERTION OF NOISE INSTRUCTIONS

B Noise instructions have no effect on the result of the program

B Parametrable model of the inserted delay ~ program execution

time

== GOal
Maximum standard deviation o
Minimum mean E

B Caninsert any instruction:

= NOP
== Arithmetic (add, xor...)
== Memory accesses (lw, b, ...)

== POwer hungry instructions
(mul, mac...)

Normalised distribution of the execution time

0.030

0.025}

0.020f

0.015}

0.010f

0.005¢

0.000

2000

N: number of insertions
(E, o) =1f(N)

f depends on
- the noise model
- the generated code

L

3000 4000 5b00 6000 7000 8000 2000 10000
Execution time in samples
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reference version

AES 8 bits.c

polymorphicversion

polymorphic
AES 8 bits

execution

polymorphic
instances of AES

leti & List



