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Abstract. IoT nodes have faced several attacks aiming to compromise
their confidentiality (illegitimately accessing private information), in-
tegrity (tampering with the data) and/or availability (denying/ discon-
tinuing the provided service by the node). One way of compromising
the node’s security is by targeting its memory. Accessing the memory
allows the attacker not only to access confidential data but also to have
a complete control over the node. In this paper, we investigate the utili-
sation of nine state of art binary classifiers in detecting suspicious mem-
ory accesses (e.g., decision trees, Support Vector Machine SVM, Naive
Bayes, Random Forest, Quadratic Discriminant Analysis among others).
To evaluate the detection performance of the classifiers, a test use case
with different dump attack strategies is developed. The classifiers are
compared in terms of their detection accuracy, their complexity and the
amount of memory leaked before detection. The results indicate that
lightweight binary classifiers were able to flag as suspicious the attacks
in their earliest stages.
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1 Introduction

An IoT node can take many forms, from a simple sensor or actuator to an em-
bedded system with its processing unit, a memory and micro-controller. IoT
nodes are increasingly under attack especially due to their high exposure and
their connectivity. Because of their limited computing and memory resources,
the implementation of effective security mechanisms is challenging. Fuses and
flash readout protections (RDP) are cost-effective solutions that prevent mem-
ory disclosure or alteration of memory contents when the system is deployed
in the field. When the RDP is set at its highest security level, the memory is
secured completely against logical readout attacks. However, the RDP is often
set to a level that permits, to a certain extent, access to memory [13], e.g. be-
cause it is desirable to perform post-deployment upgrades. To prevent memory
access attacks, two types of solutions can be employed: ensuring the confiden-
tiality of memory contents, e.g., with encryption, or providing the nodes with
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the ability to detect and react to attacks. Memory encryption, especially for
program confidentiality, is expensive to use in practice for IoT nodes: it either
requires dedicated hardware support or software implementations that incur a
large performance overhead. As recent studies have demonstrated, memory en-
cryption alone can no longer insure the security of the node [3,4]. Attacks have
found their way around encryption to retrieve sensitive data stored in encrypted
memory [12] either by using side channel attacks [2,15] or by simply physically
accessing the memory where the decryption keys are stored [4].

To reinforce the security, attack detection tools can be implemented. Com-
pared to the approaches above, attack detection is more pervasive as it can
identify logical attacks, but also physical attacks as long as their manifestation
affects some of the features monitored by the detection system. In this paper,
we aim at showing that learning approach can be used to implement memory
attacks detection tool in IoT nodes. We focus on highly constrained embedded
systems, which have small computing resources (e.g. typically fitted with a 32-bit
embedded micro-controller unit) and a limited memory capacity (e.g. typically
less than 1 MiB of memory). Such systems are classified as Class 0 or Class 1
devices [7], or as Configl [1]. The challenge that we tackle in this paper is the
design of a detection system that is efficient enough to be implemented in such
IoT nodes. To do so, our approach is composed of (1) a training phase, offline,
which selects the most relevant features and the best detection method to be
then implemented in the IoT node for the detection phase, online (2). The train-
ing phase can computing resources consuming while the detection phase needs
to be light-weight.

Our contribution in this paper is a comparison a comparison between, state
of the art, binary classifiers in terms of their detection accuracy, false alarms
rate, complexity and the amount of leaked memory before detection.

The remaining part of this paper is as follows: Section 2 present the threat
model and some existing detection techniques found in literature are briefly in-
troduced in Section 3. In section 4, we present the use case, the attack strategies,
the training and testing process of the classifiers and their performances are de-
tailed. Finally, Section 5 sums up the findings of this work and the planned
future work.

2 Threat model

IoT nodes generally have weak or non-existing memory access control exposing
them to several types of attacks. Our work covers all the attacks that exploit a
logical access to the memory system of the targeted device. Some examples of
popular attacks are listed below:

Direct Memory Access Attack is a type of attack where an attacker uses
a hardware mechanism called Direct Memory Access (DMA) to easily circumvent
protection mechanisms built into the Operating System (OS) by attacking host
runtime memory directly [16].
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In Bus Monitoring Attacks, an attacker infers where secret data is stored
from the CPU’s memory patterns or from a specific application’s memory ac-
cesses (e.g., AES), then tries to access this specific memory region [3].

Memory Dump Attack can be an attack on its own or a step in more so-
phisticated attacks [8,6]. Dumping the target’s entire memory or specific region
is a key step in, including but not limited to, the attacks mentioned above.

3 Related work

To limit the risks of memory access attacks, two types of solutions can be em-
ployed: ensuring the confidentiality of memory contents, e.g., with encryption,
or providing the nodes with the ability to detect and react to attacks. In this
paper, we focus on the learned detection strategies targeted at memory access
attacks. Learned detection, in general, relies on machine learning to define a
model of normal behaviour of the monitored system. Any deviation from the
learned normal behaviour is deemed anomalous. To build the nominal profile,
this type of detectors depend on specific properties such as control flow [14], sys-
tem call probe [19], hardware performance counters [18], instruction mix, among
others. This type of solution has the advantage of being able to protect against a
board spectrum of attacks. However, existing solutions of this type rely either on
inaccessible properties for constrained nodes (e.g. some embedded systems have
no implementation of performance counters) or rely on computationally expen-
sive properties which necessitate prohibited amount of storage and computation
resources and therefore designed for multi-core nodes (Config3 or higher).

Among the few learned detection solutions that are specifically targeted at
memory attacks, we cite the work presented in [20]. Where the authors propose
to detect suspicious behaviour of the node by characterizing the memory access
of the operating system through a memory heat map. The heat map is combined
with a an anomaly detection tool to detect any deviation from the known kernel
memory access patterns. This solution however requires a multicore processor
with a core entirely dedicated to the detection and a memory big enough to
store several images of nominal behaviour (i.e., only compatible with Config3 or
higher).

To suit the constrained nature of low-cost IoT node, we investigate the de-
tection performance of light weight binary classifiers coupled with simple charac-
teristics. Artificial Neural Networks (ANN) algorithms were not included in the
list of candidate classifiers for their training and prediction time and memory
complexity that exceed the allocated resources of a typical IoT node.

4 Comparing binary classifiers performance in detecting
memory dump attacks

A learned memory attack detector is defined by a set of features extracted from
raw data (ongoing memory access through the bus) and a detection rule learned
utilising a classification method..
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Fig. 1. Memory attack detection overview: training (Offline) and detection (On-line)

Fig. 1 illustrates our approach. The first step in designing the detector starts
by choosing the source of information (raw data) to investigate (e.g., system
execution control flow, memory access patterns, CPU activity...). In this paper,
we choose the memory access as the raw data. The next step is to explore all
the possible characteristics (features) to monitor. Different types of features can
be used, namely number of load/store instructions, amount of accessed mem-
ory per time interval, memory occupancy grid, memory locality, register traffic
etc. To choose the most relevant features for memory access detection, we use
Recursive Feature Elimination [5]. These features are fed to different classifiers:
Support Vector Machine with linear and radial basis function kernel (linear SVM
and RBF SVM), Decision Tree (DT), Random Forest (RF), Logistic Regression
(LR), K Nearest Neighbour (KNN), Naive Bayes, Linear Discriminant Anal-
ysis (LDA), Quadratic Discriminant Analysis (QDA). Each classifier builds a
decision function or boundary that will be used as a detector. The detection
performances of the detectors are compared in terms of their classification ac-
curacy, their computation and memory requirements and their ability to detect
other variants of attacks.

The detector to be implemented in the node will monitor the selected features
using the detection rule learnt by the classifier that combines good detection
performance and low computation/memory complexity.

4.1 Presentation of the use case

To evaluate the detection performance of the classifiers a test use case was devel-
oped (see Fig. 2). The thermostat use case reproduces a system on chip with a
core and peripherals. This use case reproduces two periodic tasks and a random
one to create the peripherals and user interactions. The first task simulates an
interruption every ten seconds which reads the temperature value on a periph-
eral register. The second task, called each minute, computes the regulation loop
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and sends orders to the heating by writing a radio frame on a register peripheral.
The last task is called randomly. It simulates the user behaviour by pushing the
plus or minus button of the thermostat to change the desired room temperature.
The simulator generates a trace of all ongoing memory accesses through the bus.
Each memory access is logged according to their timestamp, address, type (read
or write), and a label to indicate whether the transaction is part of a nominal
behaviour or not.
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Fig. 2. Functional schema of the thermostat

4.2 Training and testing datasets

To obtain a training/testing dataset, we first ran the thermostat and collected
observations of the nominal behaviour, each of which is extracted during a time
of interval of 15 seconds. Every observation is represented by five extracted
features (number of memory reads (NRead), number of memory accesses (NAcc),
number of contiguous address increments, number of unknown accessed address
and average time between two consecutive reads.

Seven variants of memory dump were launched on the thermostat: classic
dump (CD); the attacker reads the entire memory in one go and in a contiguous
way. The memory reads are spaced regularly in time. Dumping in bursts (DB);
the memory is read in bursts, the accessed addresses are contiguous and the time
step between two consecutive illegitimate memory reads is incremented either
linearly (BD(lin)), randomly (BD(rand) or regularly BD(cts). In non-contiguous
dump (NG), the attacker changes the way he/she sweeps the memory, the address
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Use case|Training dataset Testing dataset

Classic |(Nom + CD) 6 testing datasets each contains
(Nom + DB) or (Nom + NG)
Mixed |[(1) (Nom + (CD + NG + DB))|(1) (Nom + (NG + CD + DB))
(2) (Nom + (CD + NG) (1) (Nom + DB)

(3) (Nom + (CD + DB)) (3) (Nom + NG)

Table 1. Training and testing datasets. Each training and testing data sets contains, in
this order 1200 and 600 instances divided equally between the two classes and equally
between different attack datasets

increment between two consecutive illegitimate memory reads is incremented
either linearly, randomly or regularly.

During each memory dump attack variant, observations are extracted and a
record of the amount of leaked memory during each time interval is kept. The
record is used during the evaluation of the detectors.

The collected observations are used to build training and testing datasets as
shown in Tab. 1.

4.3 Detection performance of classifiers trained on classic dump

The classifiers were trained on the Classic training set to learn the parameters of
the decision boundaries. In order to tune the hyper-parameters of the classifiers
and to increase their accuracy, we performed the holdout cross-validation [9].
Fig. 3 shows the resulting decision boundaries obtained after the training, and
Fig. 4 shows the application of the learnt decision boundaries on the dump attack
variant DB(rand). We emphasize on the fact that these two figures represent a
projection of our 5-D dataset on a 2-D representation space.

Fig. 3 illustrates that observations of the two classes are separable. SVM-
rbf, QDA, Naive Bayes and RF draw a non-linear boundary to separate the
two classes, while KNN, decision tree, linear SVM and logistic regression draw
a linear boundary to separate the two. For this dataset, a linear boundary is
more appropriate as it has a low classification complexity and a high training
accuracy.

However, a detector must be able to detect different attacks from what is
used during the training. Attacks that can be manifested differently in the input
space. For this purpose, we tested the learnt decision boundaries on the other
dump attack variants (Fig. 4).

The position of the observations extracted during the attack variant BD(rand)
in the input space (as can be see in Fig. 4) is not only closer to nominal class
than what observed in Fig. 3 and placed in a region that most classifiers (espe-
cially the linear ones) defined as nominal. But also, made the attack and nominal
classes no longer linearly separable.

The exact detection accuracy of the classifiers as well as the amount of leaked
memory before detection are shown in Fig. 5. As can be read on the figure, the
linear boundaries accuracy, as expected, scored poorly on the six test datasets.
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Fig. 3. Decision boundaries built by different binary classifiers trained on classic
dataset. Projection of the 5-D dataset on the 2-D space number of memory reads
per time interval vs. Number of address increment. The time interval is set to 15 s.

The SVM-rbf are QDA were able to perform better (more than 85% of obser-
vations were correctly classified and the corresponding average memory leakage
was under 100 bytes in the worst case (less than 60 bytes for SVM-rbf). This
better performance can be explained by the fact that the decision boundaries
of these two classifiers are created in higher dimensional space mapped by a
kernel function. In that higher dimensional space, the observations of the new
attacks can still be separable. It should be noted, that both SVM-rbf and QDA
were able to flag the observations extracted during the time window of the start
of attacks as suspicious. However, as the detection verdict is announced at the
end of the time window, a memory leakage is observed. The amount of memory

leakage can be reduced by shortening the time window.

4.4 Detection performance of classifiers trained on several attacks

The classes in the mixed datasets are not linearly separable in the input space.
So only classifiers that can learn non-linear boundaries are compared in this

section.

By training on mixed datasets, the performance of the classifiers has in-
creased measurably (see Fig. 6). For example, the average accuracy of DT with
the Classic dataset was 60% while on the Mixed dataset it reached more than
94%. SVM-rbf, NB and QDA continued to score the highest overall accuracy
among the classifiers, with average accuracies respectively of 96%, 94% and 95%.
The increase in classification accuracy is accompanied with an increase of the
complexity of the learnt decision boundaries. For example, SVM-rbf boundary is
expressed in a function of support vectors (closest data points to the learnt hy-
perplane), its time/memory complexity is influenced by the number of support



8

S. Kerroumi et al.

i ® Attack
< Nominal
i Nearest Neighbors
30 H ---- Linear SVM
i RBF SVM
-------- Decision Tree
i —— Random Forest
---- Naive Bayes
i —— LDA
f QDA

Number of memory reads
per time interval

20 30 a0 50
Number of address increment

Fig. 4. Decision boundaries tested on DB(lin). Projection of the 5-D dataset on the
2-D space number of memory reads per time interval vs. number of address increment.

The time interval is set to 15 seconds.

vectors chosen during the training (time and space complexity is O(ns, X ny)
with ng, the number of support vectors and ny number of features).

When SVM-rbf was trained on classic dataset, only 4 support vectors were
used in defining the decision boundary learned from classic dataset, while 110
support vectors were needed for the the decision boundary learned from mixed
dataset. Same thing, was noticed on the constructed decision tree from classic
dataset compared to mixed dataset. The depth of decision tree increased from 1
(classic dataset) to 4, influencing by that memory and computation complexity.
The computation/memory complexity of QDA decision boundary, however, has
maintained the same level (as it only depends on features’ number O(n%) for
time complexity and O(ni’c) for the space complexity). As only 5 features are
calculated during each time window, the time and space complexity of QDA is

potentially suitable for an IoT node that is resources constrained.

5 Conclusion

In this work, we have compared the detection performance and leakage before

detection of nine binary classifiers used to detect memory access attack. Two

training strategies were used, learning from one type of attack and testing on

other types of attacks and learning from multiple types of attacks. Quadratic
Discriminant Analysis (QDA) presented the best compromise between classifi-
cation accuracy and computation/memory complexity for the thermostat use
case. Further studies are needed to determine the best binary classifier for mem-
ory access attacks along with estimating the gain in time/memory when such
detection is implemented compared to existing learned detection strategies. We
will also investigate the inflicted cost inflicted in order for the attacker to bypass

such detector.
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Fig. 5. Performance comparison of the classifiers, trained on the Classic dataset.
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Fig. 6. Performance comparison of the classifiers, trained on the Mixed dataset.
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