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CEA TECH DACLE

leti Grenoble

List sacay

DACLE
Architectures, IC Design &
Embedded Software Division

300 members

160 permanent
researchers

> 150 scientific
papers per year

60 PhD students &
postdocs

45 patents
per year

Digital design Programming Signal processing Imaging Test

PhD and postloc offers:
http:// www-instn.cea.fr/formations/formationpar-la-recherche/doctorat/listedes-sujets-de-these.html

http:// www-instn.cea.fr/formations/formationpar-la-recherche/posidoctorat/liste-des-propositionsde-postdoctorat.html
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DISCLAIMER

Foo-r"Shoo-ring

Preven tion Agr‘eem ent

I, , promise. -rho«-r once

Your Name.

T see how simp|e AES re.a"y is, T will
not imp|e.men1' it in producfion code
even fhough it would be really fun.

This agreement shall be in effect
until the undersigned creates a
meaningful interpretive dance that
compares oand contrasts cache-based,
fiming, ond other side channel attracks
ond their countermeasures.

Sisna-ru re Davre

http:// www. moserware.com/2009/09/stickigure-guideto-advanced.html - licensed them under th€reative Commons_Attribution License
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A major threat against secure embedded systems

6 The mosteffectiveattacks against implementations of
cryptography

G Relevant against many parts of CliB$/bootloaders
firmware upgrade, etc.

& Recently used to leverage software vulnerabilities [1]

In practice,

G An attacker mostly uses logical attacks if the target is
unprotected (e.g. typicdbTdevices): buffer overflows,
ROP, protocol vulnerabilities, etc.

& All high security products embed countermeasures

PHYSICAL ATTACKS

(semtinvasive)

side channel | faultinjection
attacks attacks

pe)

against sidechannel and fault injection attacks. E.g. Smart

CardspayTVmilitary-grade devices
G Using a combination of hardwaiend software
countermeasures
G Tools for Sidehanneland faultinjectionare getting
really affordable

[1]A Cuiand Rdousley * BADF
Defeating Modern Secure Boot Using
SecondOrder Pulsed Electromagnetic

Fault | njection’
WOOT, 2017.

| 5



AUTOMATED APPLICATION OF COUNTERMEASURES
WITH A COMPILER

Source code | =
— PAccess to program’ s semant

| O Security properties are not guaranteed, post compilation
Source to source,e,

ks
St L
o ¥

approach OCorollary: can lead to bigger overheads

P Access to program semantics

P Control overmachine code

P Benefit from compiler optimisations

O Implementationwithin the compileris
difficult

O'P Focus on generic countermeasures

)és & our approach
1/‘\

|

Compiler :

g
IQ\

Assembly ’

l P Naturally fits to lowlevel / machine code protection

approach
010110 schemes
: 110011 : e
Binary code (1)330 O (Re)construction of a program representation is difficult

O Mostly ad hocprotection schemes




COGITO

Automated application of software countermeasures against physical attacks
M A toolchainfor the compilation of secured programs

Severakountermeasures

Legacy source User security : : :
code, unsecured G Fault tolerance, including multiple fault
Injections
, G Execution Integrity & Control-Flow
LLVM compiler P .
| Integrity

6 Detection of perturbations on the
instruction path, athe granularity of a
single machine instruction

& Side channel hiding

extensions

COGITO

Secured

machine code ]
Toolsfor security and performance

evaluations

Security Performance

evaluation evaluation Basedon LLVM: an industrygrade, stateof-
the art compiler (competitive with GEC




FAULT TOLERANCE

Objective: the program s not perturbed by the injection of faults

G Countermeasurebased on a protection schenfermally verified for the ARM architecture,
against instruction skiporo et al., 2014, Barry et al. 2016]

G Automatic application by the compiler

G Allowto parameterize level of protection

G Generalisation of [Moro et al., 2014] tanultiple faults of configurable width

G Target: ARM CorteMd cores

E Unprotected = Protected E Unprotected = Protected
o o~ 35000 6000
jﬂ -3 30000 % 1.66 e _ 5000
s > 25000 / i 4000 202
o 20000 + 2.2 X 3.
E § 15000 if § ?, 3000 * j/ x 2.27
E N 10000 — “ 2000
5000 % = 1000 %
(o]4] 01 02 03 Moro et al (o]4] 01 02 03 Moro et al

G Fine-grained countermeasure applied to critical functionseduces the execution overhead below
x1.23 and size overheads below x1[Barrys t hesi s, 2017]

[Moro et al.,2014] Moro, N.Heydemann K.,EncrenazE., &RobissonB. (2014). Formal verification of a software countermeasure againstinstruction

skip attacks. Journal of Cryptographic Engineering, 4(3); 155
[Barry et al.2016] Barry, TGouroussgéD., &RobissonB. (2016, January). Compilation of a Countermeasure AgainstInstruSkigmFault Attacks. In
Proceedings of the Third Workshop on Cryptography and Security in Computing Systems5JppCM. | 8



SECURING AND VERIFYING PROGRAMS

G Compilation: automation of the application of softwamuntermeasures
againstfault attacksand sidechannelattacks

G Functional verification: of the securedmachine codedquivalencewith an
unprotectedversion of thesameprogram)

G Security verification: correctnesf the appliedcountermeasuresv.r.t a
securitymodel

Compiler Binaryprog. Formal verification tool
' Fonctionakquiv.
r s propertie
el

Code
+

=vtendeq

annotations
for security
features

Securityadd-ons

informal Security features

Ongoing joint work withLIP6, Pari®PROSECGANR2015)




SIDE-CHANNEL ATTACKS




« PHYSICAL ATTACKS IS SCI-FI »

Physical attacks are considered (by software hackers) as not practical

s RequirededicatedHWattackbenchescanbe quite expensiveespecially
for fault injection (e.g., lasdnenches

¢ Wealsofind low costones
¢ E.g TheChipWhispererstartingat ~ 30&E
s Requirehumanexpertise,but not morethan other attacks

https:// newae.com/tools/chipwhisperer

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2017
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« PHYSICAL ATTACKS IS SCI-FI »

IoT Goes Nuclear: Creating a ZigBee Chain Reaction

G ! R 2 HoDdewices will infect each other with a
62NY UKIO sAff NILAREE ALINBFIR 20SNJ f | N

Eyal Ronen(z2)*, Colin OFlynn', Adi Shamir* and Achi-Or Weingarten™
PRELIMINARY DRAFT, VERSION 0.91

10T Goes Nuclear:
Creating a ZigBee Chain Reaction

*Weizmann Institute of Science, Rehovot, Israel

[ Phi I i pS H ue S ma rt Ia m p ieya!.mnm,adi.shamir} @weizmann.ac.il

Dalhousie University, Halifax, Canada

s ZigBegrotocol coflym@dal.ca
s Uploading malicious firmware with OTA update

s Discovered the hex command code for OTA update
s Firmware is protected with a single global key! Using symmetric cryptcQARS.

¢ Attack path

s Get access to the kdy side-channel attack with power analysis
Sign a malicious firmware
Takeover bulbs by: pilgging a bulb, wadriving around in a car, wdlying with a
drone
Request OTA update
The malicious firmware can request OTA update to its neighbours to spread.

Other interestingread: N. Timmersand A.Spruyt “ By passing Secure Boo
presented at the Black Hat Europe 2016;N0@é\+2016

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2027
I



THE “DPA” BOOK

The most comprehensive book about side-

channel attacks | Power Analysis Attacks
¢ Excellent introduction to sidehannel attacks Revealing the Secrefs

¢ Published in 2007: does not cover recent
. Stefan Mangard
attacksand countermeasures, but still really Elisabeth Oswald
user| Thomas Popp

of Smart Cards

S.Mangard E. Oswald, and T. Popp, Power analysis attacks
Revealing the secrets of smart cards, vol.Sdringer,2007.

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2037
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SIMPLE POWER ANALYSIS (SPA)

Directinterpretation of powerconsumptiormeasurements
Extraction of information by inspection of singldechanneltraces

SPA on AES [Kocher, 2011]
15 2

05 1 25 .
¢ Nature of thealgorithm
& 8 ¢ Structure of thealgorithm

¢ Numberof executions
¢ Numberofiterations

¢ Numberof subfunctions
¢ nature of instructions

110
oLl

1 =

executed(memory
- - accesses.)
i = c Etc.

05 1 15 2. 25
The AES rounds arectearly» visible

lllustration of SPA in the wild: O. F |, y LtigAtbulbWorm? A teardown of the Philips

Hue.,” presented.ds¢sldesh6toB ack Hat, 201E¢
P. Kocher, J . Jaf f e, and B. Jun, “Di f—HCeRYePTtO’'a | 9 9P,0 weor| .A BAdBIg@6s, i
Berlin Heidelberg, 1999, pp. 38897.

P. Kocher, J. Jaffe, B. Jun, anBdhatgj “I' ntroduction to differenti al power anal ys
pp. 527, 2011

© 2017 DamierCouroussg CEA France. Distributed under CC Attribution License | 21 July, |2047



SPA on RSA [Kocher, 2011]

--  Computingc =b” emod m

SIMPLE POWER ANALYSIS (SPA)

-- Source:

function modular_pow (base, exponent, m)
if modulus = 1 then return 0
Assert i (m- 1)* (m - 1)does notoverflow base
result:=1

base := base mod m
while exponent > 0
iIf (exponent mod 2 == 1):

result := (result * base) mod m

exponent := exponent >> 1
base := (base * base) mod m
return  result

Direct access tkeycontents
¢ bit 0 = square
¢ bit 1 = square, multiply

©

01-01-0000001--01--01--001--0 1--1-- 1-- 0 1--0 0 1-- 1-- 1--
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https://en.wikipedia.org/wiki/Modular_exponentiation

DIFFERENTIAL AND CORRELATION POWER ANALYSIS
(DPA & CPA)

Finding a needle in a haystack...

m Relationshigetweenthe different components opower consumption
[DPA book]:

Plotal = PBperations+ Pdata + Phoise

Protal = Rxploitable 1+ Pswitching.noiset Pelectronic.noiset Ronst

_

needle haystack

m Power signal: ataticand adynamiccomponent.

- Staticcomponent: powerconsumptionof the gatestates| a * HW(state)
- Dynamiccomponent: powerconsumptionof transitions ingatestates
| b * HD(state[i], statefil])

B Otherneedles& stacks
== Electromagnetiemissions

== EXecutiontime
== Chiptemperature

= ElC.
© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, |2067
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CPA — MEASUREMENT SETUP

m TheAES key is fixed
m A GPIO trigger is used to facilitate the trace measurements

Theattacker Target: STM32 ARM CortesM3 @
= either knows public data: plaintexts if decrypting24MHz, 128KB flash, 8KB RAM
ciphertexts if encrypting P

== O controls the encryption/decryption function
B Text chosen attack:

== Generate D random plaintexts

== ASK the cipher text to the target

== Record the EM trace dugnencryption
B Do the computation analysis!

Host PC target - .
A z z

$USB g  Spm——————

(@) - B ‘ ! B

o = .

synchro
scope |=
COGITO.mp4

© 2017 DamierCouroussé CEA France. Distributed under CC Attribution License | 21 July, |2017




CPA — ANALYSIS

m: plaintext ->controlledby theattackeror observable
k: cipherkey ->unknownto the attacker

l plaintexts

| D texts| cryptographic

observations .
algorithm

keyhypothesis

|| D traces x T points | | K |

Hypothetic
interm. values | | p x K |

statistical

‘ Hammingdistance,
analysis

Hammingweight...

_ power model
Correlation

Pear son

hyp.
power values | | D x K |

K X l
© 2017I DamierCoufoussg CEA France. Distributed under CC Attribution License | 21 July, |2087
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Correlation coefficient

1.0

0.8

0.6

0.4

0.2}

coefficient

CPA RESULTS

0.5 .

0.0
0

Correlation coefficient

50000 100000 150000 200000 0.0 . . . . . . s
Number of traces 0 50 100 150 200 250 300 350 400

Number of traces
© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, 2097




ESTIMATING THE SUCCESS OF AN ATTACK

Success rate: success probability of a successful attack
SR=Pr[ A(E,(, L) = kg ]

Empirical evaluation atfirst order

A sidechannel attack 1.0 (
Kk, correct key
Eo, encryption with correct keys|
L leakage
L 0.6
n-order succesmte? e
PGE. Partial guessing entropyg
@ 0.4}
0.2+
0.04 : : t '
200 400 600 800 1000
Number of plaintexts
F-X.Standaert T.Malkinn and M. Yung, “A Uni fi ed-ChHanna ey w o

Recovery Edrdcrgpt 2069, vol."5470, ppl4d3-461

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2Q7



SECURITY EVALUATION?

m CPA /DPA ... attacks do not constitute a security evaluation.
B Playing the role of the attacker is great, but the attacker

== IS fOcused on a potential vulnerability
== Follows a specific attack path
B Starting from the previous attack, we could change

== | Ne hypothetical intermediate values: output of EstbBytesoutput of
1stAddRoundKeynput of thelOthSubBytes..
== | Ne power model: Hamming Weight, Hamming Distance, no power
mo d e |
=T he distinguisher: Pearson Corr
== | here are many other attacks!
B Our evaluationtargetis very “leaky” (less than 1000 traces is enough)

== Unprotected components executed on more complex targets (i.e. ARM
Cortex A9) will require 100.000 to 1076 traces.
== \\Vhat about attacking a counteéneasure in this case?
B As asecurity designer, you need to cover all the possible attack passes

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2017
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T-TEST

TLVA: Test Leakage Vector Assessment
s ExploitWe | c-test® askess the amount of informatiteakage
s Extract two populations of sidehannel observations (traces)

s Testthe null hypothesis: the two populations are not statistically
distinguishablé no information leakage

Ho — F1 t>4.5 | confidence of 99.999% that the null
\/ 0 4+ 81 hypothesis is rejected
plaintext —>» observation
G. Goodwill, B. Jun, J. Jaffe,anBéhatgy “ A t est i ng neehtahnondeoll orgeys if sotra rsd &
norinvasive attack testing workshop, 2011.
T Schneiderand AMoradi, “ Leakage As s e sazleaeroadmall®rtsideohdaonl noegly e v a |
207, 2015

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2B27




T-TEST

T-TEST

0 2000 4000 6000 8000 10000
Time

© 2017 DamierCouroussg CEA France. Distributed under CC Attribution License | 21 July, |2R37
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NON-SPECIFICT-TEST

QO: fixed input plaintext

Q1: random input plaintext
150 . T T

SubBytes
100 a

50

T-TEST

_100 l | l l
0 2000 4000 6000 8000 10000

Time

© 2017 DamierCouroussg CEA France. Distributed under CC Attribution License | 21 July, |2B47
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SPECIFICT-TEST

Mono-bit t-test:
Qo = {T; |target bit(D;) = 0}, Q1 = {T;|target bit(D;) = 1}.

Bytewise itest:
Qo = {T1; | target byte(D;) = x}, Q1 = {T; |target byte(D;) # x}.
20 : . ‘ ‘
Number of
measurements for a 10+
security evaluation with
a specifictest?
t
E ' I |
il
_10_
_20,
T Schneider and A. Monadi, ‘Leakage
Assessment Methodologya clear roadmap for
sidechannel evaluationszspL—207., 2015 ‘ ‘
0 2000 4000 6000 8000 10000
Time

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, ;2037
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DEFEATING THE T-TEST

A4

G Assuming two populations of N traces ||- and |'f;e;e;e;e;e;h

6 N sufficiently large w.r.t.-test criteria

6 Leakage exhibited on P, Q by a specific or-sjoecific ftest

6 Also assuming that information leakage is not spread over several consecutive
samples

& Create two new populations of traces such that:

b2 O
umiQ p] N T 'Q T
Oad'B] N O[plhQ m

Similar construction fob

HH B

Siemens | 2018 September 4th 26
B



SNR* METRICS

Signal-to-no%se ratio

S el R S

Fes T Fes- |F.-8 -

Y |F.-l-: v DPA book

& Powerfulmetric, less sensitive to the modus operandi
c St depends on the attacker’s m

NICV (ngrmalised inter-class variance)

Y 2 X: known plaintext or ciphertext data; L: observation:

SBhasin,d.. Dan ro, S. Guill ey, aOmsdsVaianceNa Petaction‘off6dearviel N
Leakage’' , 7

Siemens | 2018 September 4th 27
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COUNTER-MEASURES AGAINST
SIDE-CHANNEL ATTACKS

MASKING & HIDING




MASKING

In a masked implementatioeach intermediate value v is
concealed by a random value m that is called mask:
Vm =v * m. The mask m is generated internally, i.e. inside§
the cryptographic device, and varies from execution to
execution. Hence, it is not known by the attacker.

[DPA book]

¢ Boolean masking: operator * isxor
¢ Arithmetic masking: operator * is the modular addition or the modular
multiplication

Objective:each masked variable is statisticallyindependent of the secretv.

Masking countermeasures are applied at #igorithmiclevel.

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2227



HIGHER-ORDER MASKING

Our following discussions will be based on the parallel implementation of :
masking scheme such as described in [2]. More precisely, we will consi
simplest example where all the shares are in GF(2) (generalizations to
fields follow naturally). In this setting, we have a sensitive variable x that is \
into m shares such that © = 1 ®12%B...Px,,, with & the bitwise XOR.. The fi. /! / \

m — 1 shares are picked up uniformly at random: (z1,22,...,Zm—1) & {0, 1}, Y |
and the last one is computed as z,,, =x P 1 P2 B ... P x)p_1- '

Denoting the vector of shares (x1, za,. .., 2, ) as T, we will consider an adver- 3 <
sary who observes a single leakage sample corresponding to the parallel manip- \p/
ulation of these shares. A simple model for this setting is to assume this sample

to be a linear combination of the shares, namely: \{\L
L, (Z) = (Z o a:) + N, L
i=1

F-X.Standaert “ How (not) testmSide€EbaivekechSecilrity Eval

© 2017 DamierCouroussg CEA France. Distributed under CC Attribution License | 21 July, |28Q7




HIDING

Thegoal of hiding countermeasures is to make
the power consumption of cryptographic
devicesindependent of the intermediate values
andindependent of the operations that are
performed. There are essentially two
approachedo achievethis independence.

1. the power consumptionis random.

2. consume an equal amount of power for all
operations and for all dataalues.

[DPA book]

Hiding countermeasures aim biteaking the observable relation betweenthe
algorithm (operations and intermediate variables) avbkservations.

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2817
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HIDING

Information leakage: information related to secret data and secret operations
“ s n e autsige’of the secured component (via a side channel)
Hidingg “reducing the SNR”, where

s Signal> part of the observations containing useful datar{(kormation leakage»)
s Noise-> everything else

s Temporal dispersion: spread leakage at different computation times

s Shuffle independent operations
s Insert «dummy» operations to randomly delay the secret computation
s Spatial dispersion:
s Move the leaky computation at different places in the circuit
cE.g. use different registers

s Modi fy the “appearance” of i nfor mat
cE.qg. use different operations

In practice, a secured product combines masking and
hiding countermeasures.

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2827
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CODE POLYMORPHISM




SIDE CHANNEL HIDING
WITH CODE POLYMORPHISM

Code polymorphism:regularly changing the observable behavior of a program,
at runtime, while maintaining unchanged its functional properties,

Protection against physical attacks: side channel & fault attacks
6 Changes the spatial and temporal properties of the secomak
6 Can be combined with other statd-the-Art HW & SW Countermeasures
Can run on low-end embedded systems with only a few kB of memory
lllustrated below: STM32F1 microcontroler with 8kB of RAM

Compliant with certification standar¢g€ommon Criteria, CSPS, etc.)

} U‘npr tecteadl il Protected

m “,J 'H"l" W \ M “r‘ ""' L} 'W 'u | ’JLW I i *' *”"’”ﬂ'“‘" ' MM MW' W“ VMW" MWW ‘M‘M W 'W WMU WM W’“W*

i W “ﬁ‘ ar M i \M il 'r /M‘ L M': hit ,,W' Uiy 1 AR A A Y O
|
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CODE POLYMORPHISM: WORKING PRINCIPLE

Runtime code generation for embedded systems
Reference version:

foo.c

Binaryimage

Platform
compiler NS

Polymorphicversion,with COGITO:

foo.c

Platform Binaryimage

COGITO
AES.odo. compiler PolymorphicAE

AES.c

compiler
v codegenerator
optimizations optimizations Polymorphic

instance of AE

© CEA 2018Allrights reserved| 35
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CODE TRANSFORMATIONS USED AT RUNTIME

addr4, r4, r5
Xorre, r5, r8

Register shuffling

RANDOM general purpose
register permutation

r4/\

ril

addrll, r11, r7
xorr8, r7, r5

Instruction shuffling

independentinstructions
are emitted in a RANDOM
order

Xorre, r5,r8
addr4, r4, r5

Semantic variants

replacement of an
Instruction by a RANDOMLY
selected semantic variant

addr4, r4, 5
XOrre, r5, #1234
XOrre, re, r8

XOrroe, re, #1234

Noise instructions

insertion of a RANDOM
number of RANDOMLY
chosen noise instructions

addr4, r4, r5

sub r7, 16, r2 useless
load r3, r10, #53} instructions
XOrre, rs, r8

Dynamic noise

RANDOM Insertion of noise
Instructions with a RANDOM
jump

addr4, r4, r5

jumpo, 1 or 2 instructions
sub r7, r6, r2

load r3, r10, #53

XOrre, rs, r8
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CODE TRANSFORMATIONS USED AT RUNTIME

Register shuffling

addr4, r4, r5
Xorre, r5, r8

RANDOM general purpos 7
register permutatiq /

lllustration of the
Interactions between
runtime code
transformantions

N

Instruction shuffling

independentinstructions
are emitted in a RANDOM
order

Xorre, r5,r8
addr4, r4, r5

Semantic variants

replacement of a
iInstruction by a RAMIOMLY
selected semapic variant

Xor r6, rb, #12348
addr4, r4, r5
XOrre, r6, r8
XOrre, r6, #12348

/" Noise instrucfions
insertion of a RANDOM

number of RANDOMLY
chosen noisef/instructions
subr7, r6, r2
load r3, r10, #53 | <cless
addr4, r4, r5 ﬂinstructions
XOrre, rb, r8

Dynamic noise

RANDOM Insertion of noise
Instructions with a RANDOM
jump

addr4, r4, r5

jumpo, 1 or 2 instructions
sub r7, r6, r2

load r3, r10, #53

XOrre, rs, r8
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TOOLCHAIN CONFIGURABILITY

Period of regeneration
(S

(+ custom regeneration
policies)

Register shuffling
h

Instruction shuffling

A 4

h

h h h a

Total configuration space:

Q

Semantic variants
{hh}

(+ custom extensions)

Noise instructions
h h a9 ©

(+ custom probabilistic models

)

Dynamic noise
(S

(+ custom noise seguences)

A huge number of polymorphic variants:
¢ 10 original machine instructions |
¢ AES with 278 machine instructions |

@1t Vvariants
variants (pessimist bound)
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A-SEECURITY-EVALEUATION

G Basis: polymorphic configuration with low variability
G Acquisition of traces from Electfdagnetic observations
G CPA on SBOX @utput with HW model
G Experimental platform not designed for security applications (hence the weak result:
on the unprotected version)
3 800 000 tracewith low
290 traces for unprotected AES ) L
polymorphic variability
N\
! \ Experimental results
0.8 , & This polymorphic version
requires13000xmore traces
) unprotected AES ] )
© 06 G Execution time overhead:
@ — configuration low x2.5includinggenerationcost
L 0,4
&}
-
0p)
0,2 N. Belleville, D. Couroussé, K. Heydemann,
and H-P . Charles “Aut oma
0 Protection for the Masses Against Side
50 500 5,000 50,000 500,000 5,000,000 ~Channel ACMITAG0ISLS no. 4,

. 47:1-47:27, Jan. 20109.
Number of traces (log scale) o
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A SECURITYEVALEUATON-

G Polymorphismis a hiding countermeasure against side-channel attacks
6 Does not remove information leakage; reduces SNR only
& However, information leakage is sufficiently blurred such that it is not
found in observation traces, with a confidence level of 99.999%

G Configurable level of polymorphism

t-tests results

300 x - - x / /

200 . 4.5 . . (o) 4.5 - - | 4.5 |
v 100 I8 o Q |
o o o o
m © © ©
: : : :
15_100 = — O

200 f I '

. : 4.5 4.5
2 o 5541
-aono 5000 10000 15000 20000 0 5000 10000 15000 20000 o] 5000 10000 15000 20000 0] 5000 10000 15000 20000
Time Time Time Time
reference Low variability Medium variability High variability

N. Belleville, D. Couroussé, K. Heydemann, afllH. Char |l es “Automated Software -Chanoet ect i
At t a AGMTACOvoL. 15, no. 4, pp. 47:487:27, Jan. 2019.
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=
o

)] [o1]

Execution time overhead
I

AUTOMATED APPLICATION OF CODE POLYMORPHISM

Declaration of polymorphism with a compiler option

& -polymorphicfunction foo will compile function fomto a polymorphiémplementation,
& -polymorphic will compile all functions found in the compiled source le into polymorphic implementations

Many configurable levels of polymorphic transformations => security/performance tradeoff

6 Nature and parameters of the code transformations: random allocation of registers, semantic variants,
instruction shuffling, insertion of noise instructions.

6 Frequency and policy for runtime code regeneration

6 Memory protections

6 Leveraging Ofevel features, e.g. concurrency

Components evaluated: ciphers, hash functions, simple authentication, random generated codes
(Csmith*)

high
medium

high
medium
low

honhe

Size overhead

e

0 N £ 58
X7 o

A0 . 3
\Q\

pY
(0 \60\

©
0’1’6

H &
&0"0 0‘)(0

<)
Y
6\ 0‘)6\ 0

o
[l



400000

350000

300000

250000

200000

150000

100000

50000

Generation time in clock cycles

PERFORMANCE EVALUATION
OF RUNTIME CODE GENERATION

Configuration Execution time overhead | Size overhead
(geo. mean) (geo. mean)

none x1.40 x1.70

low * x2.31 x2.87

medium v xX2.45 xX3.44

high a x4.03 x3.81

. f'(x)=709 cycles
A high _ , cOverheadsdependon
:lrgv?/dium 4| perinsiruction / the selected " \

none configuration

100 200

f'(x)=432 cycles
per instruction

f'(x)=209 cycles
per instruction

f'(x)=22 cycles

per instruction
300 400 500

Number of original instructions generated

- trade-off w.r.t. the
expected security level
cRuntime code
generation achieved in
linear complexity

N. Belleville, D. Couroussé, K. Heydemann,
and H-P. Charles “Autom
Protection for the Masses Against Side
Channel AMCMTACOWIs15,no. 4,
pp. 47:347:27, Jan. 2019.
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CODE POLYMORPHISM: CHALLENGES

Bottlenecks for the use of runtime code generationin embedded systems:
& Memoryallocation of code buffers
& No Operating System (rmoalloy, no virtual memory.

G Management of memory permissions (read, write, execute)
& Runtime code generation requires write access to program memory

Polymorphicversion,with COGITO:

foo.c

Binaryimage

COGITO Platform )
AES.c compiler AES.odo. compiler PolymorphicAE

codegenerator

Polymorphiccods
generationlib.

FrontEnd
MiddleEnd

BackEnd

Polymorphic
instance of AE



MEMORY ALLOCATION OF CODE BUFFERS

Challenges
& No Operating System, no dynamic memory allocatmwalipy, no MPU

& Generated code has a variable size
G Largest possible code size does not fit in system memory

o _ Worst case is
Distribution ofgenerated codes sizes beyond system

memory capacity

A
»

Probability

Range where an

overflow)ig possible
'4 \

Code size allocate; Size of the program buffer

Idea: compute a realistic code size suitable fop)1
code generations.

G Threshold): probabilityof memory overflow

G n prt  bydefault (configurable)

¢ Computationof the code sizedone automaticallyby

the compiler
e

For a 100nstructions
code (low config.),

allocated size i8x
smallerthan worstcase!
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PREVENTION OF CODE BUFFER OVERFLOWS

STATICALLY

COGITO
toolc acbrﬁbiler')
> computes the size of
useful instructions
> putsthe information
RUNTIME directly in runtime
code gener a
code
- \ > always keep space for
Runtime useful instructions
code (limit polymorphism if
generator necessary)
\ J

| 45
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MANAGEMENT OF MEMORY PERMISSIONS

Objective: Guarante®/s X and that only the generator can write into the buff

Specialized runtime Interrupt handler Instance buffer
code generator (memory allocated)
[ Generation begin§ ( X only)

raiseinterrupt .

Check address of interrupt

ERROR bad good Xv\fg%to -
y (Wonly)

L resume execution

[ Emit code ]
Check address of interrupt

ERROR bad Bgood t(\)’vxogz >
resume execution Y ( Xonly )

.
( Generation ends)

raiseinterrupt J

| 46




CONCLUSION

& Leveragethe compiler to implement counter -measures

G Automation, flexibility, configurability
& Leverage compiler analysis and compiler optimisations to improve

the effectiveness of counter -measures

& Verification tools are needed after the compilation of
countermeasures

Ongoing directions
G Hardware security with software -only counter -measuresis

tpoesstblie— challenging

6 Challenge your threat model
6 HW/SW co-design of countermeasures
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FAULT INJECTION ATTACKS:
APPLICATION TO BFUS

no Verify Integrity
& Authenticity

w

' Slide

A no
yes
- Delete Load
> Wait c Firmware Firmware
|<—| Init Update
L For Data P
no I Finish

>

Update

Fault models, at the Instruction Set Architecture
(ISA)level:

1. Data alteration, down to the bit level.

& ROM / RAM, processor registers ’-

G Bit flip, bit stuckat

G Typically: modification of loop counters,
crypto data, opcode corruption.

2. Instruction skip, instructiomodificati
¢m

: Ny A 3 G Typically: NOP execution, arbitrary
S CIWIAIEERR - 3 Modification of the control flow, ’
[1] 1. Polian, M. Joye, |. Verbauwhede, M. Witteman, and J. . i

HeyszIl, “Controlled faul't injectiepg_’vtesthﬁn)\ﬁersmnlking, thoughtf

ineeri justluck FDTEC2017. ., . . . . : . :
engineering orjustiue DJcourneethemathue «Sécurité des systemes électroniques et communicani1l ma i 2019 - J4os
e

ety Cryptographic
Primitive




PROGRAM ENCRYPTION

Hardware support o Compiler support

IV Slot Insertion [Init Vec: IVO

<Branch Trivium add a0, al, a2 2dd 20 al. a2
L L
isBranc P reset bne a2, a0, label Q—. bne a2, a0, label

sb ad, 0(ab) xor a6,a’,al Init Vec: IV1 xor a6,a’7,al
branch address . .
Instruction sb a0, 0(ab)
' PC Memory —I' IR
A A
Vo
@ // instructiona
| I | // encrypted
"""" // with IVO
Binary Progran
Encryption
. . . . . IV;\ P /f instructions ;
HiscockT.,Savry O. andGoubin L . (2017) Li ghtwei ght [7SERkWa r|ge=kq c | i on for
Embedded® r o ¢ e Bummicrdd3D iy
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POLYMORPHIC EXECUTION
OF ENCRYPTED PROGRAMS

Hardware support ey Compiler support
— IV Slot Insertion [Init Vec: IVO
Trivium
isBranch » rece gdd :g' aé' ?21; | add a0, al, a2
ne » v, ‘abe bne a2, a0, label
Y, /\A /\
sb ad, 0(ab) xor a6,a’,al Init Vec: IV1 xor a6,a’,al
branch address .
Instruction sb a0, 0(ab)
emory —h- IR
A
V0
// instructiona
I | e:lllcry'pted
------ J/f with IVO
FETCH DECODE
Encryption
. . . . IV;\ P /f instructions ;
HiscockT.,Savry O. andGoubin L. (2017) “Lightwei ght [7SsiztEwar g enorppefd C [ ion for
Embedded® r o ¢ e Bummicrd®SD iy

Static
reverse-
engineering

Dynamic reverse
(SCARE)

Side-
channel
attacks
Encrypted
program O
Code

P
P

polymorphism

Encryptiont+
polymorphism

P
O
P

O

()
P

| 51




POLYMORPHIC EXECUTION
OF ENCRYPTED PROGRAMS

Toolchain support

' I
FrontEnd: MiddleEnd, BackEnd
I
[
| : i v
I - ey  generator
I 20| 5
I8 8 [ 2llg8llEl 8 | |
| L E| 1|2 |52 8] 2 .
4> % e S | O gl @ g: = 0 | 44— O —» Linker —» Binar -
< Sl ., &1 "> |=2lef|] 5 v Encryptor
= - - -
| SR 2 object files §
C source | = ; 21 = Ready For Encrypted

files : I =~ Encryption” Binary

! : Binary

Encrypted
program

Side- Static : & Our toolchain novtargetsRISCV ISA

channel reverse- ?S‘éTI;TEI)C S (+ARMV7)

attacks EORIACENing ¢ Illvm-RISCV backend generating
O P O

encryption-ready binaries

¢ Standalondinary encryptor
Code : :
. P O P) G HW decryption added to theSpike
pOIymorpOt'S;n ( Instruction Set Simulator
=ncryptectode P P P ¢ Currently working on the encryptiol

polymorphism

of polymorphic instances -
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AES, TIME AFTER TIME (BUT SO USEFUL...)

PLAINTEXT A PLAINTEXT
AddRoundKey I : | AddRoundkey | i
= T
JJRCETTTTTEORPTT PP SPPRRPRR P ] 8
¥ I o InvSubBytes
: : N
‘g SubBytes I 5 ¥
i3 , : =4 | InvShiftRows
i ShiftRows I 3 ;
Z E cz} +. g .“-'Z Z B b
o E F - E Z o et nnanas ----------------..."
= & MixColumns > = :
o § T ~ = AddRoundKey
E T AddRoundKey I E g 1
O 3 i O : oC InvMixColumns —
Z ----------------------- hessssnsnnnnnnnnns® LIJ E E ,T E il L
LIJ .‘..-- - - --‘. ------------------- ) D E |= E Z
: B InvSubBytes ><
= SubBytes I 5 ¥
I = v E i . E
8 3 : 0 InvShiftRows :
= ShiftRows I H
E = E e L e
: & | AddRoundKey | AddRoundKey
v CIPHERTEXT CIPHERTEXT
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AES

PLAINTEXT I albp|lec)|d
l el fl9]|n fl9|hr|e
AddRoundKey I
il 2% 2 A O
Al . m|n|o]|P plm|n|o
. SubBytes I
: =
i3 X :
: ShiftRows I P — Figure B.6. ShiftRows operates on the rows of the state.
= i O v “ZL Fig on.
IC:) E MixColumns I N 2 311
o ig ¥ : 123 1],
E T AddRoundKey I 1123
O ; 3 11 2
Z ----------------------- hasssnennnnnnnmnns® ao’o ao’a
LL] P et SETELCLCLLLT L
: Y a1,0 ais
E SubBytes I
= T : a2,0 a2,3
H ShiftRows I as,0 ag,s
§ 5 + ; ’ 2
i = | AddRoundKey I
.i __________________ s Figure B.7. MixColumns operates on the columns of the state.
v CIPHERTEXT S.Mangard E. Oswald, and T. Popp, Power analysis attacks: Revealing th

secrets of smart cards, vol. Bpringer2007.
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STANDARD COMPILERS AND SECURITY




COMPILER DUTIES & OBJECTIVES

& Duties: assurance of functional equivalence between source code
and machine code

c efunctionala / ®efunctional i tyad
G Side effects? -
G Determinism of time behaviour? (real time execution)
& Undefined behaviours?

6 No formal assurance
G Except few works, such as CompCert

6 Correctness by construction?
G The source code written by the developper is not always valid

& Objectives: optimise one or several performance criteria

Execution time

Resources: e.g. memory consumption

Energy consumption, power consumption

There is no complete criterion for optimality, and no convergence

& Nature of the algorithm used
& Relation to architecture / micro-architecture
c Dat ad

HH ®H D/

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [2697
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COMPILER RIGHTS
S

G Rights

6 Reorganise contents of the target program, as long as program sema@i\gs
preserved

G Machine instructions, basic blocs Qﬁ

6 Select the best translation for a source code operation / instr

& Remove parts of the program, as long as the program fuwty IS
considered to be preserved (i.e. the computation does n rticipate in
producing the program results)

Nt
G Some classical optimisation passes: &

dead code elimination e(&
global value numbering
common-subexpression elimination J‘

HHHDHB®

strength reduction
loop strength reduction, loop s@ca’tion, loop-invariant code motion

6 LLV M¥f s Analy@\»bs and, tier2016/86/3@ r m Pas s e s

6 40 analysis passeg &
G 56 transformati /%ﬂisation passes
G 10 utilitary p %o

{

6 d backe

© 2017 DamierCourouss¢ CEA France. Distributed under CC Attribution License | 21 July, [26Q7



http://llvm.org/docs/Passes.html

EXPLOITATION OF SIDE-CHANNEL INFORMATION LEAKAGE

Simple power analysis (SPA)

01-01-0000001--01--01--001--0 1--1-= 1-- 0 1--0 01~ 1-- 1--

SPAeaks from an RSifnplementation

P Kocher, J. Jaffe, B. Jun, an
power adJdoarfabf Grypwdraphic Engineering, vol. 1, no. 1, pp.
527, 2011.

Correlation Power/EM Analysis (CPA/CEMA) Can be generalised to
any physical observation of the secured computation

\ ¢ AES, unprotected implementation
Key found! ¢ EM traces

¢ Attack on the output of the LSBOX

#265 After the encryption of 4240 Bytes of data!

Journéethématique «Sécurité des systémes électroniques et communican{21 ma i 2019 - Jedas




EXPLOITATION OF SIDE-CHANNEL INFORMATION LEAKAGE

Simple power analysis (SPA)

01-01-0000001--01--01--001--0 1--1-= 1-- 0 1--0 01~ 1-- 1--

SPAeaks from an RSifnplementation

P Kocher, J. Jaffe, B. Jun, an
power adJdoarfabf Grypwdraphic Engineering, vol. 1, no. 1, pp.
527, 2011.

Correlation Power/EM Analysis (CPA/CEMA) Can be generalised to
any physical observation of the secured computation

B — S

Secondary leakages, at almost every CPU cycle!

<€ Main leakage: memory read of SBMAK]

¢ AES, unprotected implementation
¢ EM traces

#W zw 278 ¢ Attack on the output of the $SBOX
Journéethématique «Sécurité des systémes électroniques et communican{21 ma i 2019 - Jus




