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Abstract

The application and the verification of countermeasures against physical attacks still remain long, error-
prone and expertise-demanding tasks. We propose a toolchain to help the expert in these tasks. Our
toolchain is composed of two components: a compiler that automatically applies a set of countermeasures,
and a formal verification tool that automatically verifies binary code for various leakage models and
fault models. We describe different scenarios of usage of our toolchain, and then illustrate the flexibility
of our toolchain in one of them.
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PROSECCO: Code Sécurisé a la Compilation et Veérifié Formellement
L’application et la vérification de contre-mesures contre les attaques physiques sont des
taches qui sont longues, qui comportent un important risque d’erreur, et qui demandent
une forte expertise. Nous proposons une chaine d’outils pour aider les experts dans ces
taches. Notre chaine d’outils se décompose en deux élements : un compilateur capable
d’appliquer automatiquement différentes contremesures contre les attaques en fautes
ou par canal auxiliaire, et un outil de vérification formelle dont le but est de vérifier
automatiquement la robustesse des codes binaires en considérant des modéles de fuites
et de fautes variés. Nous décrivons plusieurs scénarios d’utilisation de notre chaine
d’outils, et illustrons la flexibilité de celle-ci sur un de ces scénarios.

1. Introduction

Cybersecurity is a growing concern for embedded systems and connected objects. Such objects
can be used as part of large-scale attacks. Among the possible attacks against such systems,
side-channel attacks and fault injection attacks stand out from their ability to recover secret
information manipulated by the device (such as cryptographic keys) and to modify the device
behaviour [1, 2, 3, 4].

Securing devices against these attacks at the software level is costly as it requires highly
technical and time-consuming tasks. In particular, some bottlenecks are due to the compilation
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flow and the fact that countermeasures applied on the source code can be optimised out or
degraded by compilers [5].

A first bottleneck is related to the countermeasure deployment. In order to avoid any nefarious
code transformations carried out by the compiler, the security expert may choose to apply
countermeasures downstream to the compiler, i.e., at the assembly level or at the binary level.
At the source level, an option is to use code tricks (such as volatile variables or specific code
structures that the compiler is a priori not able to optimise out) to circumvent code optimisations.
However, in all cases, such practices are fragile, error-prone, and require a significant amount
of manpower.

A second bottleneck is related to security assessment. Traditionally, security evaluation
is carried out experimentally, by replaying state-of-the art attacks or by measuring security-
related metrics. However, a separate but complementary process can help reduce the complexity
and time required for the security evaluation: formally verifying security properties against a
security model. Formal methods are a powerful mean to build strong confidence of the security
correctness of a component against a security model. Such a verification of security properties
must take place at the binary level due to the compiler potential negative effects and to the
necessity of using low-level models that better reflect the physical effects of the attacks than
higher-level ones.

In workflows for the production of secured software, leveraging automation is a way to
lower the overall production costs, and time to market. Hence, there is a need to automate the
application of countermeasures, and a need to automate the verification of security properties
at the binary level, while keeping the flexibility required for the expert.

In this context, we propose a toolchain for the compilation of several software countermea-
sures against physical attacks, and for the verification, at the binary level, of the associated
security properties. The countermeasures supported by our compiler are configurable, can
be selectively applied on program parts, and can be combined with other countermeasures
manually applied by an expert. The expert can choose the model to use for the verification
steps, as the verification tools support several leakage models and several fault models.

2. Background

2.1. Physical attacks

There are two classes of physical attacks: side-channel attacks and fault injection attacks.

Side-channel attacks consist in exploiting measurements of a physical quantity, such as
power [1], electromagnetic emission [6], acoustic noise [7], etc., in order to infer information
about the computations done in the hardware. Such measurements can be used to reverse-
engineer a program [8], or to find secret data such as cryptographic keys [9].

Fault injection attacks consist in altering the behaviour of the chip by means of physical
perturbations. For instance, an attacker can perform voltage glitches [10], clock glitches [11],
electromagnetic disturbance [12], or laser fault injection [4]. The fault aims at modifying the
program’s execution. The attacker can obtain various effects from a fault injection attack, like
authentication with a false password, or getting knowledge about some secret data through the
program’s output.



2.2. Countermeasures

Countermeasures against side-channel attacks are mainly divided between hiding and masking
principles. Hiding consists in lowering the signal-to-noise ratio to make the attacker’s measure-
ments harder to exploit. Typical examples of hiding countermeasures include loop shuffling [13],
random delays [14], code morphing [15] and code polymorphism [16]. Masking consists in
breaking the correlation between the measurements and the sensitive data by splitting the sen-
sitive variables into several variables called shares, each share being statistically independent of
the sensitive data [2]. Splitting the variable into shares can be achieved using various operators,
such as the exclusive or [17], finite field multiplication [18], arithmetic addition [19], etc.

Countermeasures against fault injection are of three types: fault tolerance, fault detection,
and infection. They usually imply some form of spatial or temporal redundancy. Fault tolerance
consists in modifying the code or data so that a fault has no effect on the final result of
the program [20]. Fault detection consists in modifying the code or data so that a fault is
detected, which enables to take appropriate actions afterwards like halting the system or self
destruction [21, 22]. Last, infective countermeasures consist in diffusing the effect of the fault
to prevent the attacker from exploiting the fault effect [23].

2.3. Security evaluation

In order to assess the security of a program on a device, an evaluator can use several methods.

First, they can try to attack the device [24, 25]. This method has the advantage of giving an
estimate of the time and processing power necessary for the attack. However, it is tied to a
particular attack and experimental setup.

In the case of side-channel attacks, an evaluator can also use empirical measures related to
the attack difficulty. For instance, in the case of side-channel analysis, they can compute a SNR,
or a t-test [26, 27]. This method has the advantage of being very sensitive and in the case of
t-test, it can be independent of a leakage model. Though, it may not fully represent the difficulty
of an attack, as attackers can perform preprocessing on traces, higher-order attacks, or more
evolved attacks such as template attacks or machine-learning attacks. It is also dependent on
the measurement setup.

Finally, an evaluator can use formal methods to analyse the binary [28, 29, 30]. The formal
analysis tool relies either on a leakage model in the case of side-channel attacks, or on a fault
model in the case of fault analysis. A leakage model defines how the values leak, for instance if
there are value-based leakages or transition based leakages. It can also be more precise, defining
a leakage as a function of the values, like its Hamming weight. A fault model defines what
effects a fault can have on a program. For instance, instruction-skip, data modification, or
instruction modification are some frequently used fault models. The use of formal methods for
evaluation has the advantage of not being dependent on the experimental setup. The use of a
model can lead to limitations though, as the result may not represent the full possibilities of the
attacker depending on the model accuracy.

Ideally, the evaluator can combine several techniques to evaluate the security of the device.



3. Approach

3.1. Overview
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Figure 1: Design flow for securing software components against physical attacks

We present a methodology supported by tools to automatically secure components against
physical attacks and/or verify secured binaries. Figure 1 shows an overview of this methodology.
Our approach is constructed around two components: a compiler, and a formal verification tool.
The compiler is in charge of applying various software countermeasures on a program annotated
by the programmer, or driven by specific compiler options. The programmer specifies the parts of
the program to secure, the countermeasures to use, and their parameters. After the compilation,
the formal verification tool checks that security properties are correctly implemented at the
binary level.

The following sections will detail the different possibilities offered by our compiler (section 3.2)
and by our verifier (section 3.3).

3.2. Automated application of countermeasures during compilation

Our compiler, named CogrTo, is based on the LLVM compiler infrastructure. It supports several
countermeasures: masking and code polymorphism against side-channel attacks; fault tolerance
and execution integrity against fault injection attacks. In all cases, the user annotates the
code or uses specific compiler options to specify the target functions to secure, as well as the
configuration parameters of the countermeasures.

Masking countermeasure against side-channel attacks The compiler can apply a first-
order Boolean masking countermeasure [31]. The user handles the initial separation of the
secret into shares. Then, the original instructions that manipulate the secret data are replaced



by sequences of instructions that manipulate the shares. For this purpose, the compiler uses
well-known transformations such as the secMult algorithm [32] to secure and operations and
to secure finite field multiplications.

Two key elements stand out in our application of a masking countermeasure. First, the usual
approach for the masking of table lookups (e.g., accesses to S-Boxes) consists in regularly re-
computing masked tables [33]. Ideally, the whole masked table should be re-computed after each
access, leading to important performance overheads. Still, some side-channel attacks can exploit
observations of the table re-computation [34]. In our approach, table lookups are transformed
into masked evaluations of an interpolating polynomial [35], and the compiler applies several
optimisations to reduce the performance overhead of the countermeasure [31]. Second, other
state-of-the-art masking tools require the control-flow of the input program to be flattened (e.g.,
with loops unrolled) before the application of the countermeasure. Our compiler applies the
countermeasure without modifying the control-flow structure of the secured program, which
increases the range of applications of the masking countermeasure and helps reducing the code
size of the secured binary.

Code polymorphism countermeasure against side-channel attacks The compiler can
also apply code polymorphism, a hiding countermeasure [16]. The core idea is to regularly
generate new versions of the secure code, called polymorphic instances, by means of runtime
code generation driven by random data. All of these polymorphic instances are functionally
equivalent, but differ in their implementation, such that each execution leads to a different
(side-channel) observation, thus raising the bar for an attacker. Our implementation of code
polymorphism leverages the use of specialised runtime code generators (SGPC): each program
function targeted by the countermeasure is associated with a dedicated SGPC, automatically
generated by the compiler. At runtime, SGPCs leverage one or several of the following code
transformations driven by random data:

« instruction shuffling: independent instructions are emitted in a random order;

« register permutation: a random permutation is done for the general-purpose registers;

« instruction substitution: an instruction is replaced by a sequence of instructions that give
the same result;

« insertion of noise instructions: a random number of randomly selected noise instructions
is inserted. Noise instructions are of the same nature as the normal instructions of the
program, but use dead registers, and are randomly interleaved with the other instructions
of the program;

« insertion of dynamic noise sequences: a jump instruction is inserted, followed by a
sequence of noise instructions. The jump offset is randomly computed such as the jump
target falls anywhere within the sequence of noise instructions. This mechanism enables
to have part of the execution behaviour that is independent from the paths taken during
the generation.

Instruction replication against fault injection attacks The compiler can apply a fault
tolerance countermeasure that protects against faults resulting in instruction skips [20]. The
working principle of the countermeasure consists in producing idempotent instructions and then



replicating each idempotent instruction [36]. The compiler offers two main securing parameters:
the number of instruction copies introduced during replication, each copy providing tolerance
against one fault injection; the distance between each instruction copy, which protects against
the case where a fault injection can skip several consecutive instructions. Interestingly, the
compiler, leveraging many optimisations, can reduce execution time and code size overheads of
the countermeasure as compared to an application of the countermeasure at the assembly level
by an expert [20].

Execution integrity against fault injection attacks The compiler can apply an execution
integrity countermeasure that aims at detecting all faults that modify the program counter (PC)
register, or that modify branch conditions [37]. As such, this countermeasure can be considered
as a fine-grained Control-Flow Integrity countermeasure: the countermeasure is able to detect
integrity violations of the control flow of the protected section of the program, protecting
jumps, direct conditional and unconditional branches, and direct function calls. In addition, the
countermeasure can detect modifications of the PC or alterations of the machine instructions
inside basic blocks, e.g., caused by instruction skips.

3.3. Automated verification of countermeasures at binary level

Our verification tool integrates two components dedicated to the robustness analysis in presence
of fault attacks or side channel attacks. The inputs consist in the binary program, as well as
information about the region to analyse and the threat model. A common front-end based on
symbolic execution is able to build the necessary information for each component.

Masked software implementation verification The verification is made by the component
named ARISTL. It implements a symbolic approach to analyse the distribution of the value of
some symbolic expressions with respect to some user-specified secret variables [28].

To verify a masked implementation, the masks and secret variables manipulated by the
implementation must be provided with the binary program. From an execution trace generated
by the symbolic engine, ARISTI computes, for each instruction in the trace, the symbolic
expression of its result, corresponding either to a value written into a general purpose register
of the processor or in the memory.

The analysis of the distribution of a symbolic expression relies on distribution type inference
using specifically designed rules. The distribution types are either constant, either uniform,
either statistically (in-)dependent from the secrets or unknown. The symbolic variables appear-
ing in the expression as well as the root operation impact the distribution type inference rules
that can be applied. The goal of the analysis is to infer, a distribution type as precise as possible.
By decreasing order of precision, this can be:

1. a constant value (CST), a leaky expression (SNM), a uniform distribution (RUD);
2. a secret independent distribution (SID);
3. an unknow distribution type (UKD), meaning that the verification can not conclude.

Moreover, when the resulting distribution type is UKD, ARISTI can perform an enumerative
analysis to check for the absence of leakage. ARISTI supports two leakage models: the value-



based and the transition leakage models. In the former, the result of each instruction is analysed.
In the latter, the analysed expressions are obtained by xoring the result of two expressions,
e.g. the one representing the value written in a register with the one representing the value
previously contained in the register.

Fault robustness verification The dedicated component named RoBuUsTB combines some
static analyses and symbolic execution to build an SMT formulation of the possible execution
paths of the region to analyse and of the possible execution paths in presence of a fault in-
jection [29]. The threat model specifies the fault models that an attacker may induce among
instruction skip, register corruption, bitset or bit reset on instruction encoding. Faults are
transient.

The robustness analysis consists in verifying, using an SMT formulation, that no fault can
induce a vulnerability. If the user-provided security property is the integrity of some registers
and memory contents at the end of the region execution (e.g., the output of an authentication
function), the verification is performed by equivalence-checking between each original execution
path and their faulty counterparts. When the security property is a predicate (assert-like, e.g.,
the output must be the Boolean value false when the entered password is not the expected one),
the verification is performed by checking that this property holds at the end of all possible
faulty paths.

In case of vulnerabilities detection, RoBUSTB outputs some security metrics, which help the
user pinpoint the vulnerable instructions or compare different countermeasures.

4. Application of the code securing toolchain

We consider the following scenarios:

SC1. Application of a countermeasure with the compiler and formal and/or empirical security
evaluation;

SC2. Manual application of a countermeasure and verification with the formal verification
tool;

SC3. Combination of several countermeasures applied at different levels, either manually or
using the compiler, and verification of the countermeasures with the formal verification
tool.

Several examples of the use of our toolchain with scenarios SC1 and SC2 have already been
published. The automated application of code polymorphism has been demonstrated on a wide
range of programs in [16]. The automated application of first order boolean masking has been
applied and verified on a full AES in [31]. The automated application of instruction duplication
was presented and demonstrated on the AES in [20], and verified for various verifyPin
implementations in [29] (scenario SC1). In [28], the masking countermeasure has also been
verified on programs where the countermeasure was manually applied (scenario SC2).



Here, we propose to focus on the use of our toolchain with the scenario SC3, to illustrate
the flexibility of the toolchain: a programmer wants to secure a program with two counter-
measures: a masking countermeasure, applied by an expert at the source level, and a tolerance
countermeasure against instruction-skip attacks automatically applied by the compiler. The
expert also wants to check that the masking countermeasure is correctly applied at the binary
level: i.e., that neither the performance optimisations nor the addition of the fault tolerance
countermeasures did break the side-channel countermeasure, and that the resulting binary is
resistant to instruction-skip attacks.

To illustrate our scenario, we consider the application of the instruction replication coun-
termeasure on a SecMult function. We implement the function in C. In order to add the
instruction replication countermeasure, we declare the function as to be secured and we set the
countermeasure parameters (number of replications, distance between replicas) through the
command-line arguments of CoGito. We then generate three different binaries:

1. one compiled with GCC (called SecMult-gcc later on);

2. one compiled with CogriTo, transforming the code so that it uses only idempotent instruc-
tions (called SecMult-idem later on) but without replication of the instructions;

3. one compiled with CogrTo, with the complete application of the instruction duplication
countermeasure (called SecMult-dup later on).

We analyse all the three binaries with ARISTI, in the value-based leakage model and in
the transition-based leakage model. To run the analysis, we declare the targetted function
as well as the input secret variables. The analysis results are shown in Table 1. Leakages
(indicated as LEAK in the table) can be found either from SNM, or from an enumerative
analysis after a variable is marked as UKD. The analyses do not find any value-based leakage
in these implementations. Though, transition-based leakages are found in all of them. The
differences in terms of UKD and leakage between SecMult-gcc and SecMult-idem may be
due to the difference between instruction selection and register allocation between GCC and
LLVM. SecMult-idem and SecMult-dup have the same number of leakages, which means
the application of the instruction duplication countermeasure did not introduce new leakages.
The security expert could then try fixing the leakages found, either at the source code level, or
by modifying directly the binary produced by our compiler.

We also run an analysis with RoBUSTB to check that the instruction replication counter-
measure is correctly applied: no successful attack is found using an instruction-skip fault
model.

This example shows how our toolchain could be used in a flexible way by an expert:

« countermeasures can be applied manually, automatically by the compiler, or both,
« formal verification tool can be used on the resulting binaries even if the compiler used is
not the one from our toolchain.

5. Discussion

We illustrated the interest of our toolchain along with its countermeasures applied at compilation
and security properties verified on the binaries. Many research questions still remain to be



Table 1
Analysis results with ARISTI for different SecMult binaries.

Binary Secmult-gcc Secmult-idem Secmult-dup
Compiler used GCC | CocIto (LLVM-based) | Cocito (LLVM-based)
Instruction duplication no no yes
Analysis results with value-based leakage model:

#RUD 79 13 17
#1SD 140 86 164
#CST 46 112 216
#SNM 0 0 0
#UKD 48 66 132
#LEAK 0 0 0
Analysis results with transition-based leakage model:

#RUD 34 20 22
#1SD 150 93 92
#CST 34 58 311
#SNM 1 0 0
#UKD 73 98 98
#LEAK 1 7 7

investigated for reaching better performance, ease-of-use, and security, both for the compilation
of countermeasures and the verification of security properties.

First, the propagation of security information in the toolchain represents a crucial challenge.
Promising results have been shown recently on this matter [5]. A correct propagation of
information and handling of this information by the toolchain would:

« facilitate the review of assembly code containing countermeasures, whether the counter-
measures were added at source code level or by the compiler;

« help preserving the security properties throughout the compilation, avoiding the degra-
dation of countermeasure by optimisation passes;

« enable linking issues reported by the binary-level formal analysis tool with the source
code.

Then, keeping up with state-of-the-art attacks, countermeasures and security properties
forms another fundamental challenge. The adaptation of the tools requires an engineering effort,
and also frequently requires some research as the automated application of countermeasures or
verification of new models raise new challenges. For example, adding a new countermeasure in a
compiler requires careful considerations about where in the compiler the transformation should
be done to benefit from the compiler optimisations, ease the support of several architectures,
and have a suitable representation of the program for the countermeasure. Adding a new
security property in a formal verification tool may require to redesign some algorithms, find
new heuristics to make the formal verification fast enough for targeted programs. In addition,
the verification of the security properties should be low-level enough to avoid issues with



link-time optimisation which could also alter some countermeasures, which constrains the
representation that formal verification tools have to work with.

The combination of countermeasure also raises interesting questions to investigate. While
some countermeasures are independent, interaction between others remain poorly understood.
For instance, combination of masking and polymorphism requires special care: polymorphism
transformations make use of dead registers but dead registers containing shares of a secret must
not be combined to avoid unmasking. Keeping CFI protection while adding noise instructions
is also challenging. Instruction duplication on a masked implementation would also raise issues
if user requires duplicate instructions to be far from each other: the scheduling of the duplicate
instruction may introduce transition leakage.

Finally, the information that the compiler is able to recover may be incomplete in comparison
to the knowledge of an expert. As a consequence, in the context of automated code securing as
in the context of code optimization for performance, the resulting generated code may not be
highly optimized. As an example, masking scheme can sometimes be efficiently implemented
using the knowledge about the algebraic structure of an operation. However, the compiler does
not have this information, and it has to decompose any unknown non linear operation into a
set of operations that it knows how to mask, which can result in a suboptimal implementation.
Nevertheless, in some cases, the compiler can take advantages of code optimisation, and generate
secured code which is faster than code where the countermeasure was applied by hand as shown
for fault tolerance by [20]. In addition, apart from automating and accelerating the securing
process especially for large code basis, having an automated tool enables the user to choose
between a larger set of countermeasures and countermeasures parameters, as the compiler can
hide complexity to the user. For instance, application of a low level CFI scheme or of polynomial
interpolation of SBoxes by hand would not be easy.

To conclude, we argue that having flexible automated tools that support some countermea-
sures and some verification models is already an asset to ease securing a large number of
potential targets currently left unsecure, against a wide range of attacks.

6. Conclusion

In this paper, we present an approach supported by tools to help an expert to secure a device
against side-channel attacks and fault injection attacks. The toolchain can be used as part of
various workflows and for various security requirements; it supports several countermeasures
and verification models, and the compiler and verification tool are kept separated to ease their
integration in the expert workflow.
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