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Fault Effects Characterization

Experimental characterization
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Fault injection attacks Memory, Register File ISA fault model

Most common observed effects
e Instruction skips [Riviere, 2015] [Menu, 2020]
e Instruction replacement [Moro, 2013] [Trouchkine, 2020]

e Data corruption
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Microarchitectural Fault Effects

Recent work

e Some effects cannot be explained at the ISA level
- Magic edges [Proy, 2019]

e Some effects cannot be captured at the ISA level
- Forwarding [Laurent, 2018]

-> We need an analysis that combines both the HW and the SW
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Bridging the Gap between the HW and the SW Level

Existing fault analysis methods

o At the circuit level

- Check if an adversary can enter a specific HW state
- Test if HW countermeasures correctly detect fault injections
= The running software is not considered

o At the ISA level

- Encompass a broad set of effects and abstract the implementation details
- ISA fault models may incorrectly capture the real effects
= Not sufficient to fully understand potential of fault injection

- We need an automated method to bridge the gap between SW/HW
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Contributions

Automated formal modeling of HW and SW
- For exploring microarchitectural fault effects on SW security

> For analyzing the robustness of HW or SW countermeasures

Why using formal methods, e.g., model checking?
e Give counterexamples or a proof

e Verification process guided toward counter-examples
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@® Formal Modeling to Explore Microarchitectural Fault Effects on the
Software Security
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Modeling Synchronous Circuits

Transition System, a tuple (X, /, T) where
e X is a set of the state variables composing the system,
e /(X) is the formula constraining the initial state,
e T(X,X'’) is the transition relation between X and the next state X’

Modeling Synchronous Circuits as Transition Systems

in are the inputs and,

vy are the state-holding elements
e [/(X) = initial state (e.g., imposed by a reset)

e T(X,X'’), state-holding elements update via combinatorial logic

° X:(i1,i2,...,v1,vz,...)where
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Modeling HW/SW co-design with Fault

Modeling Steps

— Hardware
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Modeling HW/SW co-design with Fault

Modeling Steps

— Hardware
— Software
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Modeling HW/SW co-design with Fault

Modeling Steps

Create path to unreachable states

— Hardware
— Software
— Fault Injection

Create new states
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Modeling HW/SW co-design with Fault

Modeling Steps

Create path to unreachable states

— Hardware
— Software
— Fault Injection
— Vulnerability

Create new states
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Workflow: Modeling St
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Workflow: Modeling St
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Workflow: Modeling St
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Workflow: Modeling St
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Workflow: Modeling St
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1 HW Model

‘ HW Model Fault + Fault

|

|HW Modeling Modeling Controllers

erification

HW CPU !
(RTL) I _sMr-LTB
7

I
A T Proof or
! Process
Fault 7~: Counter-Examples
Model ; | BMC Driver
. L 5
qu\ Yosys 1
! —SMTEM! ! oo
! SW Model |
: SW Modeling ‘
Binary 101 : 101 :
—_—
Program 010| > > jorof SMT Solver !
|
|
— ey |
|
Vulnerability ® —>: > |
Property e T T T T T T T T o oo oo oS e -

Mihail Asavoae, Damien Couroussé, Karine Heydemann and Mathieu Jan

Exploration of Fault Effects on Formal RISC-V Microarchitecture Models



Use Case
000

© Use Case: CV32E40P and VerifyPIN

Asavoae, Da Karine Heydemann and Mathieu Jan

Exploration of Fault Effects on Formal RISC-V Microarchitecture Models



Hardware Part

CV32E40P

CV32E40P

e Standard version [CV32E40P]

| @ Hardened version [Chamelot, 2022]
e Control flow integrity

e Code integrity

e Execution integrity

ntroller ) (Csteepunit )
19
1T 1T

debug interface interrupt interface

Iy

Microarchitectural Fault Model

e Single fault injection e Everywhere in the circuit

e During the whole program e Symbolic fault effect
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Software Part

VerifyPIN
Compare {
P for(i=0;i<4;i++){
Authentication if(userPIN[i] '= cardPIN[i])

return false;
return true;

}

VerifyPIN {
authentification = false;
if (tries > 0) {

userPIN Successful

VerifyPIN

Failed

cardPIN

e Standard version [Dureuil (FISSC), 2016] if(Compare()) {
. . . tries = 3 ;
e Versions implementing SW countermeasures arlﬁf\entiﬁcation = true;
o Constant iteration number loop }etlrsi:s{ )
e Inline function calls } '
e Duplication of critical tests }
}

Security Property
e userPIN # cardPIN = - authenticated (V detected_attack)
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Fault Effects Exploration Results
The forwarding mechanism (known attack [Laurent, 2019])

e Retrieve sensitive last-read data from the memory
e Invert conditional branches

hwloop
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Fault Effects Exploration Results

Fault in the Prefetch Buffer
e Immediate one-time effect, e.g., replay the Prefetch Buffer instructions
e Immediate recurring effect, e.g., incorrect order of the (replayed) instructions
e Long-term effect, e.g., corruption of the next branch target
21 22 23 24 25 26 27 28 29 30 31 32 33 34

clk
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] | | In
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push [\ [\
pop / \ / \
status_cnt 0 }X 1 X 0 X 1 X 0

= Fault effects depend on the microarchitectural details and the execution context
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Fault Effects Exploration Results

Fault in the Multiplier
e When a multi-cycle multiplication is in progress, other stages are stalled

e When a branch address is calculated in the ALU, the IF stage cannot be
stalled by the EX stage

- Activating the ALU and MULT at the same time will result in instructions

being ignored

AN
OpA L
coe  MULT [
e OpC A

prefetch
buffer :S T I stage
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Robustness Analysis Results

Baseline CV32E40P + VerifyPIN with the most countermeasures

e No fault injection permits bypassing the secure authentication were detected

Hardened CV32E40P + unprotected VerifyPIN

¢o VerifyPIN authentication succeeds without triggering any software countermeasures.

¢1 Faults applied upstream from the pipeline state lead to an alteration of the pipeline
state.

¢> Faults applied downstream from the pipeline state are detected by the redundancy
mechanism, i.e., raise the alarm signal.

e No fault injection permits bypassing the secure authentication
e The hardware countermeasure is effective

Use Case Overall Run Time (h) | # Fault Injections | Fault Effects | Program Length | userPIN & cardPIN (32 bits)
Baseline CV32E40P 12.9 15240 Symbolic 70 instr Symbolic
Hardened CV32E40P 25.0 22640 Symbolic 120 instr Symbolic
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Questions ?
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